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1.1. MR

& &£ A= HelloDevice Pro Series, PS110/410/810S 9/ &+ 241 &/L/LC}

HelloDevice Pro Series= &MY HEZE 0l0HY UIEL/IAZ Aot A2l &HHIE 228 &= UA
== 82 HOlY MBi(E= ClelolA M) LICH HelloDevice Pro Series= TCP/IP2F UDP 2t

Z UERD ZZ2EZ0 JIts S0 Aot Alelg gl ziete RAds M3

]

DHCP, =X DNS(DDNS: Dynamic DNS) 2 288 &4 HERIA ¢H&E Z2EZSE 0/E6tH
DSL L= 0l 28 dHZZ 209 U S Sdll Alelg EHIE A 228 = US
HelloDevice Pro SeriesOll LIS =& DNS Z=EE2S AI206lH Q! 015 Z

858 = UsLICh
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HU
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L5t HelloDevice Pro Series= Telnet, SSH, Alclg 2
AAE &R HEAL, B Zc0ls, &2 A, AIAE 2 HAISS 2HE AIA" 2e)
JlsS M3¢gLIth

S Jls2 XIS LOHA Telnet/SSH Lt Al2lZE 2E& ZEE 0|26 AEH 2ZAl, &
Al Ol 23 ZAl, 89 €0dI0olE &2 288 22| J|S2Z2 HelloDevice Pro SeriesS
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AS3E {8 SSLv3 © 2, HelloDevice Pro SeriesOll 2/&otA %=
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HIOIEHIE &N SHLE AS Y| Rl IP=A E2HE JIs0l M350 ASLICH

HelloDevice Pro Series)t 2Bt oz Mgrs= 20t S 2&LI0HL
- MY s
- UHEf3 22|
- A0H/EOH AIE Z22[(POS: Point of Sale)

HelloDevice Pro Series= RS232/422/485 Al2l¥ &EHBIE Sof 2cl, 2Al, &&, Od2ld dolH
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- Q2 M3 E2&X (PS110/PS410)
-110v £ = 230v &3 D E(PS810)
- Alelg OIoIe AHols

- Quick Start Guide



1.3. NS AL

PS110 PS410 PS810
Al2lgd eI HolA 1 ZE 4 TE 8 XE
Ale2lg £ % 75bps ~ 230Kbps
S8 MHA:
SFEH RTS/CTS, AZEN Xon/Xoff
RJ45 2H4!H
dS:
RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND
RS422 Rx+, Rx-, Tx+, Tx-
RS485 Data+, Data-
28 MOo:DTR, DSR ¥ DCD
UIERZ 2EHIOIA | RJ45 Ethernet H Y EIE A =6t 10/100 Base Ethernet
8 & RS IP =4 X
ozge2 - ARP, IP/ICMP, TCP, UDP, Telnet, SSH v2,
- SSLv3
- DNS, Dynamic DNS, HTTP, HTTPS, NFS
- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, SNMP v1 & v2
L=Rely MEX ID ¥ 25
HTTPS
2oF EHOlE QB HOIA: SSH
HIOIE 33} SSLv2/v3, TLS vl, 3DES & RC4
P =4 ZHY
SCP
22l A2l 225 ILE telnet, SSH, &, HelloDevice Manager
S MM XI&: Windows 98/ME/NT/2000/XP
ANAE 22
22 218 NS2Z2 email 8
A LB AFER
CHst AIAEN MEH HAl DS
o
telnet, Alelg 2= L= & CIHHIOIAE & URRE Jis JIs
&IE LED Power
Ready (PS8102+ oH&)
10/100 Base Link
10/100 Base Act (PS410,PS8102F diY)
2t TE :Rx/Tx
&4 & 2&:0C~50C
B2 2% -20C~66C
&5 :90% (Non-condensing)
S 9~30VDC, 9~30VDC, 100 — 240VAC,
0.35A @ 9VDC 0.4A @ 9VDC 0.24A
39| 114 x 82 x 26 (mm) 119 x 227 x 27 (mm)

4.48x3.22 x1.02 (in) | 4.68x8.94 x 1.06 (in.)

119x 437 x 44 (mm)
4.69 x17.20 x 1.73 (in.)

DIN-rail mount option

23 (kg) 0.300 | 0.750 1.56
e FCC(A), CE(A), MIC
E& ©H= D2 54




1.4. 801 & =0

0] 82 2 MHeLUA LEtEoz AEEH=s SEUHE HYELICH 0 =2 QU 2&0|
USM Pro Series® AtS 1 28610 2SO USLICH

e MAC =2

LAN E£= JlEF UERIAASNAM MAC(Media Access Control) =A= FEES N8 o=
IS E LIEHELICH (Ethernet LAN &0l Al Ol= Ethernet =428 S 8LICEH)

MAC ZF=4= 6Xt2l OUl(Organization Unique Identifier) HS 2t 6Xiel SIS AY HS=2
HHE DR 12X2] StE/ANH HSALICH Pro Series® MAC 4= 00-01-95-xx-xx-xx0| 0, 2| &
SPAO| HISEH 2tHOl X USLICH

o ZSciOIHE/MH

SC0IHE/MHE SIS BFH Z20Y, & MHIAE RES
SE0t0 0IE HMeldts At =208 AOI2 2AHE ZELICH
FFH &2 OE FFH IZZ2IH0 MHIAE

= Sol0IgE/MY 20 U= 2F Z28 = MENY UL
S0, & 2224 AZSXes Ar2d & HOIXSl MBiol CHotod 2240 2

gLICH Ed2Md s IFEAS 2ZANAH Fst HTML ItZsS &0 gratcts

EQYLILH KFES Mot HTML 2 =S SdFE ZRE= ABLICHL

rQ
Im
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ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol
RADIUS | Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect

11




2. Al &S]

= WA= ProSeriesE MS &£Xloty) d&ots 2HU ot £&FELICH
A

- 21 HE d0/0r=20 M= THE BHXI & LED HEAl S &% &Lt

- 22 ol=Egof HAZSJ/0AM= Pro Series® A, UERZA ¥ &X HZ @) AIAE
2L = telnet2 AI2610] Pro Seriesl 2& LE( A=d= g2 A9 &L L
-23 & B2I2KH &2 2HEOIAN &6t/ 2A0A Pro Series2 & Hi=H &E&dl=

NGRS OS2 HAS0l ZRBL
- otLtel A2 AHolS(WIIX o Z&E)
- BiLIel 22 AOIZ(WIIXI0 Zate)
- Ethernet 211012
- WIESIT QIEHOIA IE(0I5H NIC)IH U= BHLESl PC €= BHLIS| RS232 Al2lg ZE

o

2.1. g dlolot=z

2.1.1. PS110 IHE dI0IOt=

I
>

PS1100l= &Ei HAIE I8 4942 LED XAIBZOF JASLICH £
e HI= AMAECl 10/100 Base OIS &3 & EHE HAl &LICL

> [
40
d
ﬂJ|ﬂ|
93
2
.
n
H
H
o
10

PS110 o 2 H0l= Factory Reset A2 Xt UASLICH AFE K= 0l
HHE 3% EGHAIQ 42 HE & = USLICH
QY AHEH ol Alelg o2 a8 €3 GhIfle g AfX
g

o 240 et KtAISE Atgt2 4.2.6. Al

> TR IR
ro
=)

o o Y

CIOIE &EHE 238 g = USLICL (A2l 2Z OIS0l et KtAleh Atgt2 2.25. A/AE

H 2-1PS 1109 LED /Al &E

e S
&l (Status) Power HA0 S=&H W2t FLICH
Ethernet | AIAE0| Network 0ff 20| T =40 ELICH
Link
Aleld Rx PS1102 Alelegd ZEE SoHAl OIOIEII EX 2 WOHCH 2 LICH
HLE(Serial Port) | Tx PS1108] Alcld ZEE SolA OI0IEDF L= [HOICH Z2ErLICH.




Serial Mode Ethernet 10/100 Power 9-30V=

PS110

Serial Device Server

Surge Protection

® Link

78 2-1PS1109 E 3/0/0t2
2.1.2. PS410/810 IHE dlOIOI=

g 2-2% T8 2-301 2E0A= AXHE PS410/810 Ol= &EH ZAIE <

— o

ro

Ml &2 LED XAl
I ASLICH (0ll: System, Ethernet 112l Serial Ports). =0

&2 (Power), &H|l &Ei(Ready- PS8102] Z<) £ LIEIEELICH O O

[”0 >
2l
=
10
I:II
IE
rr

orgy
g 3(Link), el &= AHHAc)LICH OHXY #HE= AlcdE ZEQ  #4I(Receive)lt

d&(Transmit)S 20 SLICH Z 2-200A 2 LED XAl &2 JIsS LI

H 2-2PS410/810° LED X/Al & X
(== s
System Power M0l B=&H HSLICH
Ready AMAE0l S&E EHIJF &2 HAZLICH
Ethernet LINK Ol WEAIN HZZH HAZLICH
Act Pro Series 0|4 ZEE SollA A0l SHL2HLE LIl J &2
230l AUS MHOHCH 2= LICE
Serial port Rx Pro Series® Alcl ZEESE SoiA OI0IEHII SHES [HOICH 2= LICH
RX Pro Series® A2l ZEE SoiA GIOIEDL L2 [HOICH 2erLICH

g Z£ F0l= Factory Reset A2XIJt JASLICEH AFZX= 01 AfIXIE 0lE6tH PS110 2
= 3T EctAIS dEiz B8 g = UsLICL

E8t PS410 2 ER 2 Alelg

Hl

E 2ol Alelg o2&

= =
SLICH (AMelg A2 g4 250 Uiet XtMlet Met2 4.2.6. A/C/1E ZE fHFH+2 E=
2
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PS41 0 Power Link Serial TX
RX

Serial Device Server Factory Reset Console

1 [ == ! I '
[’ ST e

ﬁ)iaﬁy_ A w0 G D

Serlal 3 Serial 2 Serial 1

930V=  Ethernet 10/00 Ao
8 2-2PS4109 IHE 4/0/0t=2

' Serial Device Server
PS810

g 2-3PS810 HE dlo/ot=

2.2. ot=HI0 HE6HI

2 HiMsE =J| HHAEE <doll, Pro SeriesS &XI0 HZot=s 2YM ot ZHSHLICH
- Pro SeriesE Ethernet 512 = AAXI0N HAASHLICH

- oflg X0 HZELIC

- Pro Series®| 83 55 &XE HAZELICHL

Ethernet OIS
AolIE2e SHHZE Ul
Ethernet HIER 22t HZHAl= G310 20 LIEHELICH
- [Link] EAlSE =M HS &dEHE |AIELICH
(=]

-[Act] EAIS2 HSHMN ZEHEIBHA Ethernet 32l =41 HEE LIEHELICH

o stZ ZZ Pro Series Ethernet ZEW ™&ot], LKA CIE  Ethernet
(%]

Z2& AL, Pro Series®t

14



g 2-4PS11001 WIERZ 018 9Z5t7]

g 2-5PS4100 UWIERZ 018 9Z5t7]

_J& 2-6 PS81001 UIERZ F0I1E HZotI]
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9. PS110= A2l Z2£= Sk EFE 20/2t8, P8 AEX ZFHFES Alclg ZEu

Al2IE FHOIEES HZoIAAIL. (&2 Z Data/Console AL/ X/E Console 222 SX/AIF14/AIL.

Lat Alelg 22 £F38 § AP FXE RS-232Z2 =L A2, PS110 £& 0 et LHES

225. AMLE Z£ AEOHI0A AtAl6l CHE D AUsLICH

Serial
Device

g 2-7 ZH/E PS1100] &Zot]

Serial
Device

1&g 2-8 &ZHIZ PS4100] &Zot]

Serial
Device

18 2-9 &H/Z PS8100| &Z ot

16



2.2.3. J30 HZ5|

Pro SeriesOll && J0IES HAZ UL M0 HES =& ZES [Power] HAIS0| BrtMo=z

85 dHHE =XELICH

& 2-10 PS1100] && AZoH]

& 2-11 Ps4100] && AZoH]

g 2-12Ps4100] && AZoH]

17



224, N28 &0 8506001

Pro SeriesOl &=&0ots 28 S O JHXIJF USLICH Oles, ASXS |AXIOF 88X = JAA0IL
o220 et get&LICH 8, Pro Series= 1A E 0%, GUI(Graphic User Interface) 0= L=

CLI(Command Line Interface)E M33dt12 UASLICEH.

o
22 MBXE TS A2Y 2z HOI2S ABH Pro Seresdl AAH 2E EE( Y
o2E & UBLIC
2% 24
Bl A

E Ol QHHOAE 270t A AEX= HOIE OISdIOIEE AtEdl Pro Series2
telnet(TCP EE 23) = SSH(TCP ZE 22)0 =8 2% USLICH

Z9/: Pro Series= SSHv2 2t X/& gLICL J21B2 AIEA& SSH Z 0/&5}0{ Pro Series 0f
&0l I & R0 SSHv2 £ X &o6t= SSH Z2I0/9E T2 722 0/&856/0/0F &LILCH

l:
g BcRME MEOINH Pro SeriesE &£&06tei= &3 AEXH= Internet Explorer ££= Netscape
2:

Navigator?} 22 & ZS2t2ME AMSol0 Pro Series®l HZE %= UASLICL

Flo Y

ro

25 AEXN 2008 K& LICHL

un

2.25. NAEI £ AIE0LD]

1) 2Z 022 &% ZZ2 ProSeries? & ZEN HZELICL
(PS110 2| &< Data/Console A®IXIE Console Z22 IXAIIIEAR. E£8 Alel
QC Hd32 g AN fXE RS-2322 YFHAIL. © A/AX ol st XAIS
A2 FF 1. H9ZE FIoEAIR)

& 2-13PS11001 AlAE 2£ H0IEE HZ ot/

18



2)
3)

4)

& 2-14PS4100 AlAE Z2£

HolsE SAZot]

& 2-15PS8100 AlAE ZZ£

ASTH ZRES Al2IE ZEN HOoI=2 &% 8= AZELICL

otOITHE 0] € (HyperTerminal) 2t 22 EHOIE ol2dl
Z0l HOlE olgdola T2 82| Alel i

9600 Baud rate
Data bits 8
Parity None
Stop bits 1

No flow control

[ENTER] 9|12 SELUICH

19

A MXAN
=2 =2o



5) AMEX 0|84 2 HSE 220D Pro SeriesOl 2191 &LICH OE23 &0 CZE
o AN EX £ LI
Login: root Password: root
ProSeries |ogin: root
Passwor d:
#
6) Z1¢° F0| AFXl= CLI (Command Line Interface) &0A 0cd JIXl & HHE=S
0l2g #+= USLICE. CLI O THet XAIE LHEE2 7. CLI SHIHE FXEGHYAIL.

7) CLI &0l “editconf” @EHE &dlotdH, J& 2-1601 U= Ol 24HO0| LHEFELICH

# edi t conf

|
1. Network configuration
2. Serial port configuration
3. System admi ni stration

COWAND ( Di spl ay HELP :

hel p) >save

COWAND (Di spl ay HELP : hel p)>apply
COWAND ( Di spl ay HELP : hel p) >hel p
] HELP [

[ Enter] refresh

[ ESC] cancel or go to upper

/ go to root

.. go to upper

cl ear cl ear screen

pwd di splay path to current nmenu
save save current configuration
appl y apply current configuration
hel p display this

exit exit

COWAND (Di spl ay HELP :

0

hel p) >[ Ent er ]

1. Network configuration
2. Serial port configuration
3. System admi ni stration

COWAND ( Di spl ay HELP :

hel p) >

nx ne

FO

o
I
o

==

o

i 9 ox
07
2
x
o
2
m:

£
0y
=

18 2-16 W2 U= 25

(i
[
o
ol

b2l Ol 2AHUA AHS X

Hie2d M2
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2.2.6. A £ AIE5H|
MEXE 23 2£2 0/20t0 Pro SeriesOl &0t &0l BtEAl Pro Seriesl IP =48 20t
OF &LICE (AHAHISH W82 3. WERZT &2 HEXISHMAIR). Pro Series?l SEE0HAl JI2 IP =
A= 192.168.161.5& LIC}.
2 2L JsS A SAE Hf SEHWAM disable 2 = UASLICHLKIAME LHIE2 M& 35. 1P
ZEHEES EXGIYAIR).
Chs2 XI&E0l ek Pro Series@ 2 220 AZELICH
1) TelnetZ2 18 H£= telnetd)|sS(0, TeraTerm-Pro £ = Hyper Terminal) XI&3dl=
D2 dE AgAIdLUO. S&8X IP =4 2 port number= Pro Series?t =23l 0t
SHLICH ZRs AL, port numberE 2322 XIHELICH AIEX ZFEH g 2t
QIHHOIAN OIS BEUHE LF&LICHL
tel net 192.168.161.5
e OSH 20 &5E telnet ZT2 S AMAIZLICH
x|
Elle Edlt Eetup antml ﬂlndnw Help
Tera Term: Mew connection
&« TCPfIP Host: [IEEAITRLYR j
M Telnet TCP porti: |23
" Serial Pori: ICOM1 v[
0K I Cancell Help |
[
& 2-17 Telnet ZZ 72 & & 0/ X (TeraTerm Pro)
2) ArEXt= BtE Al Pro Series2 & 1QI0H0F ot0H, Ol AtEX Ol YSE LHAELICH
MEX 018 £ 2359 LE2E &8 = U root &LICH
3) Js=tel ALEX Ol LS E Yot AR CLI ZFEZEJF UEHELICH

21



23. 8 22N 22l EHOIAN &E50t)|

Pro Series= HTTP2 HTTPS(HTTP over SSL) Z2EE22 25 XIRELICH. £§ Pro Series=
A & 22l HOIKIE HM3&LICH Pro Series & 22l HOIXIN &£5te{™, Pro Series?

L =2 =401 It

>
(a8

P34 st SAE HE @ BelM2 URL/Location ZE=0 LE3MAIL
Xt= Pro Series? Z 9! StHE EH & 212LICH AMSXsE BtEAl SHIE AIE2X

= X
) bS

ol
=
SN =S elSoior Ut =J| 88 2382

[0 N0

02

|
T

e

=

=3
LdSE AESIH AIAEN 210 &

a
0l
&
my

Login: root Password: root

F9. AIEAtE Pro Series & 22 HOIXI0] &=506t7] &0 BFEAl Pro SeriesS IP=A(EE
T BH JIs SAESS HEY O/AT &8 ZALotAIDl BIELICE

SENA Pro series PO4710 Management

User authentication required. Login please,

Uszer D |

Password @

Copyright 2005 Sena Technologies, Inc, All rights reserved,

18 2-18 Pro Series & &2/9/ £7]0! 3}

18 2-18= Pro Series & 22|2 &9 SHLIC}.
& 2-19= Pro Series 2 22| QI HIOIAS EBALEA =ZMHO

b MEELICH O i dHtole zlae SFEd liw 2800 ZEELICL O

EO
E
ol
i 12
10
[
Jh
=2
=2
ir
°

==
x
& o
0y
>
o
o

[EHAN HE(Save)], [ME ¥ HE(Save & apply)] £= [F A (Cancel)]&
LICH AMEXt= &3& 2SS Bds S0l BtEAl [SHAIN HE(Save)]S & EAGHA
FE DI EXIO HEGHOF §LICH RE HAMES HESH| fAHA ALE

HE AL ’—“.%(Apply Changes)]= &&iali0

$9
% %>

oy

oo
=
<
rE
—
&
o
o
o
T

Il |l [M&E L HZ(Save & Apply)|2 48 = USLICH
AP RO A OHONE 4=3t S JBtR Z=C0H [FA(Cancel)]2 &EGH0F SLICH Ol otH RE
HAAEO0 FHALD Ol ez =3gELC. o, 010 H& £ HEE WA Ag2 FALX

ZsLICH



SENA

Pro series PS470 Management

Network configuration

IP configuration

SMIMP zonfiguration
Dynamic DNS configuration
SMTP configuration

IP filtering configuration
SYSELOG configuration
Locating server configuration
MFS configuration

TCP configuration

Serial port configuration

Configuration

System administration

Systemn status
System logging
Device name

Date and tirne
Change password
User administration
Factory reset
Firmware upgrade

System status : /svstern/svsstatus

System information

Device name ! PraSeries

Serial Mo, @ PS410-20060624J0J
F/W Rew, @ w11, 0rc3t7

Current time 03/02/2000 05:12:04
System logging Enahble

Send system log by email Disable

IP information

IP mode ¢ Static

I address ¢ 192, 168.4.41
Subnetmask : 255, 255,00
Gateway ! 192, 168.1.1
Receive/Transmit errors & 0/268
Primary DNS 168, 126.63.1
Secondary DNS ¢ 168,126,632

System statistics

Metwork intedfaces
Serial ports

IP

ICHP

TCP

oP

Apply Changes
Logout
Reboot

Copyright 2005 Sena Technologies, Inc, &l rights reserved,
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.UERZ £

3.1.1IP &3
AMEX WERZ B0 A Pro SeriesE AIEotHAP, RE8& IP =40t EQEUICHL IP =40
SHIZA @22 E2, AAE 22/X0H 226tH Pro SeriesE fI8t =s8 IP =48 &E
gsLIOL WER AN Pro SeriesE H&otd™, IS IP =201 A0MOF 8tlh= AR E Halof
erLICh.
Pro Series IP =2 & Al, AIZ2X= O3 22 3042 QIHY Z2EZE &2 otLE d8E +
USLICEH
e Static IP
e DHCP (Dynamic Host Configuration Protocol)
Pro Series= =J| Jl=gt2 192.168.161.52| IP =45 2= Static IP 2E2 8T UsLICH
H 312 308 2= IP 28 B2 EWHSUL. Jg 3-12 AMEX IP 885 HZAHGH| <8
A & D8 GUIE E0WsSLICH
H31IP £& H=
Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)

IP configuration : /network/ip/

IP mode static IP w

IP address [% 192.168.222.9
Subnet mask 256,256.0.0
Default gateway 192.168.1.1
Primary DNS 168,126,631
secondary OM3 (optional) 168.126.63.2

(Save || Save & apply

[ Cancel |

Copyright 2005 Sena Technologies, Inc, &l rights reserved,

Jg 3-11IPp &%
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3.1.1. Static IP =4 AI=206}D|

>_

rn
ux
0

A=
tﬂ_l_E

o

FE Xt static IP =42 AMEE Z2, Pro Seriesl IP =49 23 Uses 2
=22 XFHOF &LICH O0lHdE B0z IP =2, Subnet mask, gateway2t DNS serverdt

FELICH 2 MENME 0IE 20 KHAIGHH TS A LI

H
[on
Ll

F9: ProSeries= AILEO0 AIXE I, £8= 20 et HIEFAIE =J/8t L/Ck

e [P address

Static IP= DEHOIHAN YFRHQ AlE HSO Adgg §LICL 0 Hse AFHH L0
HERZT &2 X FALZAM AES SLICH AHFE= 0128 IP FAE AIE6I0 UER3
AUA As AYEID UEE 4 USLICH Oetd, d8E 1P =4 UERZI SEUAM
dHC=z IR0t FSof0oret &Lt

9. 192.168.1.x &F4/2/ IP F4 = ISP (Internet Service Provider)Jf BIE oIA] Y=l & 0A
At&(private) =LAL/LICH Pro SeriesE &6/ FR0| Wich CIHY Y 22 52 S

T
10

HOIHE =1 &= = J0/0F ottH, 0/ 3R Fgst Z2 IPp =25 250t gLic). Zo 1P
A

FTAE 2BFCeZ X% ISPERE 226t g =+ ASLICH

e Subnet mask

NEdlg 22 Xel& X, 8 A2 L= sLs LANY0 A=s 2= UERIT SAES
SELIC UWER/RZIE Soi Wite W30l A= B, Pro Series= M3A0l XIFE8 TCP/IP
SAED 22 UERK3 29U A=A MEY OtA2E Solil &ClgLICh. =4It Pro Series%t
S2st HEHID 90 JUCHH, 22IHQl =LA (Physical address)E SoHA =& HZFHLICL
JOZX %22 =& JIZ2 HOIEROE Soil AZE LI

e Default gateway

HOIERAIOlE OHE UWERKIAZ S0t HERIZ FFALICHL LEtRo=Z
HERZT WoIAM E£= XY ISPUHAM EcHEES HOicte FRE= HOERO ==L 22
HERKZA =& o SAES S&lot)l fAiM= Pro Seriesdt Jl= AHOIERHO Z2FHS IP
=425 2O0t0F ELICH JHOIENRO 1P =40 Ot H&s F2B= UWERKZA 2 oA

rr
e
J
12
ol
o
Qi
rr

Jon

e Primary and Secondary DNS
MEXIH EE FAMOIEE Z=2otdX otH, ZRH= ZMOIES HEE IP =40 O6HH
DNS(Domain Name System 22 0180t & MU0l H=&LICH DNS=
OIHY SO UWIYEE AZESHN IP A2 BHEAIHFE 2AALICH Z0e WY sena.comlt
S0IH ety o2 J|A5I|IJF f &&LICH DNS Al =
[gtel EOel WIS TCP/IPO HZGH ol =it IP =422 HEAIHASFT=

x
T
2
=
o
B
I
L



SAEQLICL

Pro Series® DNS JISES AME0taE ZHQ U2 SAEN X8 = UAES 0l DNS
Ml 1P =452 HEO0F &LICH Pro Series= Primary DNS server2t Secondary DNS server
22 DNS MH2 IP =22 dFols Y S MSELICH Secondary DNS ABi= Primary DNS
NHE AMEE = & M AESH| <IoH XIZELICH

3.1.2. DHCP AFEdH|

SX SAE HF S4 FODHCP)S UEST 22Ut IP $49 ggg Il Y eI
N EQ 22lsD NSsE 4 AN sl S4 ZREe2UC. DHCPS WEA 22Xt IP
ZAZ AN S0 SWEES 510 AVEI U2 WEKT AR SHI & I

Static IP 2 E2]

0y

=R
BIEA SEEOO0F &LICH IP =40t DHCP

HERZA |X=Z Ol
CHA Z2EEE IP =4, AEY OtAZ, HOIEROl, DNS ANHE XZeote E= Bt
Asez SZFELICL DHCP= Y29 IP =20t otute ZFREO ot |&E8 A2t =,
“CHOl(lease)” HES MEELICL IP =45 EHol=0 228 2= B+= DHCP AH SHOIA
M IP 20 AMSEHE ZE2 DHCP Z2c0I9E FFHE= 0lde FEE

DHCPE AIZ25tEE HECUAS B2, Pro Series= AIAEO0| AEE [ OICH UERKZ A0
DHCP REZ2 <&&LICK. DHCP MU sSEie IP =AE HIERSIH MHEY 0OtA3,
HOIEQOl =4, DNS Mt & “0H0" Al2H0l ZSE 0] UASLICH Pro Series= SAl 0|81 BE2E

XAl Hi2elol MEELICH “CHoi"IF 2tE&lE Z 2, Pro Series= DHCP MBI Z2E """ Al2+2
A¥E QEELIC. DHCP NIt HH HAEES 50g B, Pro Series= HAISoiA &M IP
FAZ AFSY = USLICH DHCP MBI U H&E S sQotkl 2= &S, Pro Series= DHCP
NHZEH MZ2 IP =4 QF EXE AMESUL

F£9/. DHCP ZLZ0/A DNS AHE H&5 2= HEZT 22 Pro Series B+ IUHECZ
SFHELILC

DHCP Albi= WESR3A ZA2IXIF 22lctD A= IP =
Ol= DHCP Zc2i0IHE, WE =0 Pro Series)t &

DHCP AHOA IP =AE MotH AIEXIE MEH 2E&E Pro Series =AE &af 2IAE =
C|

UEE E&GHOF ELICH DHCP UERIAWAM IP =AE U6t H 22| XH= Pro Series® of &t
220 Ues 2 AEIHOU Ues Pro Series® MAC =AE 2010F &HLICH
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3.2.SNMP &3

Pro Series= SNMP vl % v2 Z2EZ2g XI56lE SNMP(2H0l 2 22| T2EZ) 00I™ED}
U[USLICH NMS £= SNMP Ect2XM2 &2 UWESR A 2elkt= Pro SeriesZ2 Z= J|IsH &%
g = As FO OtLict BEE wWEg = UASLICH
SNMP Z2&Z2 GET, SET, GET-Next, 1cli] TRAPEZ XZ&&LICL 0l Jls=2 SoAM
2| t= SUe OIHE 2 SXNE 2= = UL (TRAPs), RAlet BE2E fst BXIE =3
A QUODI(GET) &I AME BEE & QUSLICHSET). SNMP v20l= HE 2 9ot J|ss
S1E &+ A= GET-Buk JIs0l FIEH UASLILCH
SNMP £& IHE= Sdi AHEX=E MIB-II AIAE JHAl, 85 MO 23 2 TRAP =410 Z&0
CHott &&= & = UsLILL 0 H=UAN E23& 2= 2 W@ L A3 HUHE 25
e 2~ UASLICH T8 3-2= & CIHHOIAE S8t SNMP &8 3HE S SLICH
SNMP configuration : setwark/snmp/
SMMP enable/disable Enable
sysContact adrninistrator
sysMName FroZeries
sysLocation my location
sysService 7
PowerCOnTrapEnable Disahble
AuthTrapEnable Dizahle
LoginTrapEnable Disable
Configure the access control settings
Mo, IP address Comrmunity Fermission
1 0.0.0.0 public Read Only
2 0000 public Fead Only
3 0.0.0.0 public Fead Only w
4 0.0.0.0 public Fead Only  w
Configure the trap receiver settings
Mo, IP address Comrmunity Yersion
1 0.0.0.0 public vl v
2 0.0.0.0 public Wl v
3 0.0.0.0 public Wl v
4 0.0.0.0 public v -
[Save ][ Save & Apply ][ Cancel ]
J& 3-2SNMP &&
3.2.1. MIB-Il A|AE 2HXI(MIB-1I System Objects) &3
MIB-Il AlAED 28X 8= Sol AlAE He, 0I5, /X 2 Pro Series2 SNMP 0|0 & EJt
AMEdte 15 A &2 (Authentication-failure traps)E Z3& = USLICH Olelet &332 MIB-I
sysName, sysContact, sysLocation, sysService “1¢|1) enableAuthenTrap 2ixl &2 & Z(0ID)Jt
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AtZots = M3Boll SLICH

2t OID2| Ztttel &3

ro

st &

s
-
fwl

e sysContact:

22| AIAEI(Pro Series)dl CHEt &YXt && L o

00
[l
ol
-
2
K%
Ju
1o
ﬂ
9'j
rr
0z
i3
o
fx
02
o
C
w]

e sysName:

ANAE A0l AIBEE 01222 YBEOZ

-
n
10
M
O
O
=z
M
c
3
O
c
2
('__Dh
o
o
(@]
3
o
=)
Z
Q
3
RL)
°
[
w]

e syslocation:

ANAESl &M 22l X (0, & 3845, &L, S3)

e sysService(HIITE):
202 =Zcle Lo gt==2 M AIAE0l HEote AHIA NESS UEELICH JI28t22 Pro

Series= S& ZTZ3(7) d&org XA ELIC

e EnablePoweronTraps:
Pro SeriseJt AIXEE Z2l= SNMP trap HIAIXIE 2 AIZLICEH

e EnableAuthenTrap:
SNMP OIOIME ZZAMAD 215 AIHE Zeli= SNMP trap BIAIXIE ZMAIZLICH

e EnableLoginTrap:
Pro SeriesOl &, 2& L= g4oz SZIPF 22MSS 22le SNMP trap HAIXIE

e HAIZLICH

MIB =Jt L= =&0l g X&0l 28 FLR, AU Jl= XNEFREHMEZ HHOIAIDI

. MIB2t SNMP2| XtMIst 2= RFC2l 1066, 1067, 1098, 117, 1318 el 1213 EME

HHIA MO = Pro Series SNMP OOl E0 CHSE 22l X2 8% JisdsS Hoot USLICH 0]
M= &0 &8& 22|X2H0] Pro Series SNMP HIOIMEN &£6td E2E uWEoll) s
MO &= ASLLCH NEE IP =401 gl d2(E2E IP &4 0.0.0.0 0 JI2), 2E SAE

o
T
2tel Xt Pro Series SNMP GO M E0 85 = UsLICH
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3.2.3. E& #410| #3(Trap Receiver Settings)

Zolgfu .

3.2.4. SNMPE 0|&8t 22|
NMS(HIESIT 22

SeriesE 22l
o

Pro Series SNMP QIO EZRH =26t

AMAEN) = SNMP E2tRME AtEote=E
Q& LICH Pro SeriesJb NMS £ &= SNMP

OlHIE(TRAP) & &&= 22| X0l

SNMP Z2EZ2S

St Mt AN Y= SAE

852 3 EotH NMS £ = SNMP E2I2HME A6t &ol, HAA HO 488 HES
AAMGHOF ELICH. & 3-32 Pro Series SNMP OIOIMES MIB-Il OIDEES EAlotld UYe
QUM Ol SNMP E2IR N 3tH MEIE 20 SLICH

A Adventhet MibB

File Edit Miew Operations Help

=101

E - e -
BEHEe He apny & dWBE XEe 29
P2 Loaded MibModules - _
o B—tg BFC1213-MIB Host 192168.4.10 ﬂ Community
? :;:Dargdud E SetWalue ﬂ Wirite Comrmunity
§ 3 intamet E pnteithia » | ConterEninelD v
directory j
@ =3 mgmt 4| Object ID |.isu.nrg.dnd.internet.mgmt.mib—2.system.sysDescr |
[
@ &3 mik-2 v
) {jsystem j e
§ JesCH % Sentgetrequestio 192.168.4.10; 161
g sys0bjectiD 7| 5| [sysContact.0--=administratar
syslpTime :;
g Eygﬁgnm‘aect ‘j’ Sentget requestto 192,168,410 161
& SiSLDCEtiDn [ sysMame 0--=HelloDevice 35100
@ sysServices E o
@ £3 interfaces | ||zentgetraquestto 152.168.4.10: 151 7
@' iMumber j sysLocation. 0--=Linknown :::
&~ [H] iTanle i o
e at I Sentgetrequestto 192 168410 : 161 @
g 8 P i sysServices. 0T i
icmp 7 i
@ ] tep j g
& (] udp b Sentget requestto 192168 410161 bt
o B egp ] imumber. D=2 i
transmission E =
& (] snmp 2 = - ; s
expetimental 5,’. Synta DisplayString (SIZE (0 . | Status mandatory |
& (] private E Access Iread-only Reference | |
T i TRARS ﬁ Index |
egpheighborloss £ _ : i
© @ TEXTUAL CONVENTIONS - OpjectiD 1.2.61.21.1.1 |
FhysAddress = Atextual description of the entity. Thisvalue i
f.. = Descripti... | Should include the full narme and varsion 2]
2 identification of the system's hardware type, —
Global Yiew E[ [ i = L ook il St

1&g 3-3SNMP E2tRHE AtEE Pro Series SNMP 00/ E2/ MIB-Il OID Z A/

(AdventNet MIB Z 2} 2 X)
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3.3. & DNS(Dynamic DNS) & &

ArEXIF Pro SeriesE DHCP 232 AIEE B2, U0 A0l ZototH, IP =20t HE LA
gLICH Olefe HEE IP =40 e 32 o ERot] JAs X2 MR =2 YLt
L8 22X telnet S2 A ZEUS Sol 1 SAEN ESotd=s B3R, IP F=A0t
HIDACH £ 2EHS )| H8sUIth

=& DNS= 20N oHzgst 2MEZS oiZot)l I8t AHIAO0IG, Oed ISP £= SHOUA
ILICt. =& DNS MHBIAE ASE2ZM, MAEX=E IP =22 HEN 28101 S5 DNS

S e
NHO SE& SAE 0ISS S Pro SeriesOl 5 == UsLICH

BN OZ, Pro Series= Dynamic DNS Network Services (www.dyndns.org)HlAl HS3dt1D U=
=& DNS MHIARIS XIRAELICH JIEt & DNS AMHlA HESAet 28 A= 2HE2
Jlz X& A0l HSSHAIDl BHELICH

=
-

Dynamic DNS Network ServicesJt M Z0ot= =& DNS MHIASE AlEotHH, AAEX=E 8
3|2 NIC(Network Information Center - http://members.dyndns.org)0il HE =2 A& OF &HLIC
ME&Xt= Dynamic DNS Network Services Members NICOH| £ 70! 8t & MZ2 S& DNS SAE

ddE FItg = UsLIth

ol

=X DNS &% H=0lA, S& DNS MUIADL JIsSdtESE 8 &, AHEXt= S=& Domain name,
User name % PasswordE &&Eoi0F ELICH &8 $HE MEES HES =, AAEX= Domain
name2tS AFE6I0! Pro SeriesOfl &8 &= USLICH
Jg 3-4= =& DNS &% & CIHHOIAE 2EWsLICH

Dynamic DNS configuration : /network/ddns/

Dynamic DNS Enable

Dormain Mame psd0.dyndns.org

User Name % psdl0-user

Passwaord LAl Ll Ll

Password{confirm?) ssscnnee

Save || Save & Apply | Cancel |

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

18 3-4 &% DNS &%
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3.4.SMTP &3

S i U3 A¥U HHle B HAIXDOH 2= B2 Pro Series =
E Z2X0AH L & = USLICH 0IE RAMAdE=E, RES SMTP MH <
2 3JtAl SMTP Al =&= X&ELICH

o Ol | U= SMTP

. P-before-SMTP
18 3-62 SMTP 2% HEZ2 ot= &8 SHLIC
2t SMTP &3 0HM 28t H=2 8 25LUICH

e SMTP server IP address
e SMTP user name
e SMTP user password

e Device mail address

Device mail address= 2= £ % d1 MY email |18 LAIX, =, Pro Series? Hg F=AE
K ZELICE. SMTP Server= RE4E2 <ol emall A2 SAE THe 0SS &OISLICH M
chA, EXI0 gt email =4 482 SS= SAE 0|8 (i.e. arbitrary user@yahoo.com or anybody
@sena.com)E 2= 2|2l usernameS AIEE = USLICH

9150] Y= SMTP L= POP-before-SMTP modelt M85 = 2R, SMTP AIEX 0|8 & SMTP

passwordJt & LIC

SMTFP configuration : /netwark/smitp/

SMTP Ernahle «

SMTP server sSmtp, Yourcompany, corm

Mode SMTP with authentication w
Account Marme admin

Password sssas

Passward{confirm) TTTT

E-t4ail PS410@yourcampany.

[Save || Save & Apply Cancel |

Copyright 2005 Sena Technologies, Inc, All rights reserved,

g 3-5SMTP &&
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SMTP configuration ! /network/smip/

SMATP Enable
SMTP server smitp, Yourcompany, Con
Mode SMTP with authentication v

POPF before SMTF
SMTF‘ W|th0ut authentlcatmn

Account Mame

Fassword
Passward{confirm) I
E-rail F'Sfil[l@yuurcumpany.c

[Save || Save &Apply || Cancel |

Copyright 2005 Sena Technologies, Inc, &l rights reserved,

T2 3-6 SHTP S 0A SHTP 2E e
3.5. 1P 2HdE

Pro Series= IP =4 J|gt HHEE SoHA A8H0l = SAEIL Pro Series2 Telnet, SSH,

HTTP, HTTPS, NFS, 2 Al2 A ]

MEX= Oiet0Ie S 438 ]

SAESR Pro Series® oY MHIAN E2g = ACL
Kl G BHLES] SAEDHO| Pro Series® oY MBIAN E28 4 UCH

HWERIN A= SAEDH0| Pro Series? oY MUIAN H2& =~ QUCH

SAEJL Pro Series® oY AMHIAN B2 %= UL

T MBE

B 12
e
m
2

e

IP ZAZ JIE

O ==

nnoxd oA

AL IP 2EHE AE0= IR SSE0 AKX ESLICH

= 2= SAEWA Pro Series
AMelg ZE H20| Jts &LIth)

~

O oy
nn oz
I}

x
o ol
[~
=

IP E2HY &3 &9 2 a9 20l 8l &sLIh

e Interface

Pro Series® 220N SH22= W20l ol 72 HEZELICH eth02 &0 YLD 2D HSSte
LICF.

e Optiondt IP address/mask &

E3 UESRIAE ZAIGHIRIS YSEHEALICH 2FeF 192.168.1.xxxE LIEHLHLD AICHH,

Option2 Normal, IP address/mask0l= 192.168.1.0/255.255.255.0= & & &LICH. 192.168.1.xxxI}

o g 2B SAEE UHEWLD 4ACY, Option2 Invert, I[P address/maski=
A

192.168.1.0/255.255.255.0€ 2 &otal &= USLILCH
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e Service &1
IP Z2EHE H=Z2 HE6t10A ot= AMHIAE LIEFELICH Telnet, SSH, NFS, HTTP, HTTPS, 2 Al
2lgd ZE HZE AHlA = otUE Ade8g = ASLITH
e Chainrule /&
& & & Optiondt IP address/mask 210 HE &= SAEIJ d&E Servicell E25t0X & M,
d22 olE(Accept) QX L X (Drop, Reject) 2/ XIE HEHELICEH
IP filtering configuration : /network/filter/
IP filtering policy
Palicy Reject v
IP filtering list
Mo,  Interface Option IP address/mask Service Chain rule
MNothing
MEW |ethO|w| | Normal|v NFS  [v| |DROF |+ ADD
Service
NFS Drop all [+
Telnet console sccept all [+
55H console Drop all [+
HTTP sccept all v
HTTPS Accept all [+
Port 1 Accept all v
Fart 2 sccept all v
Fart 3 sccept all v
Fart 4 sccept all v
[Save][ Save & Apply ][ Canu:el]
J&8 3-7 IP BHE &&
Pro series= IP filtering & Z(Policy)0ll 2t8t S48 & HM3ELILL 0l S&2 IP 2HE #30 &8
gXEsE WASS CH ™Mclg A oAXH 2st HHALICHE WE =M, IP EHE A0 OtFR
AT 2880 AKX 20 2E MUIA= “Accept all’'2 &80 &I US W, 3 (Policy) S&0|
“Drop” OILI “Reject’z A &O0| T UCHH IP 2HE AU HE 2AL= HASH Ut S
& (Response)S GtAl &= A LICH
IP filtering policy
Falicy Arcept w
& 3-8 IP filtering policy
Pro Series= S& MHIAN et UWERKRIE Sst 822 283 XEHGHI| st 2 YEHS
MZ&LICE “Drop all” OlLt “Reject all's &EiGHH ZIH 20A HFst 0 2H 0 Y
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>-I
il
1]

d of WetA 1P

0

MHBIAO et 8201 283 XHELICH “Accept all’'s S Ei6tEH 20IA &

ZHE0 HEELIh

Service

MNFS Orop all |«
Telnet console Accept all |«
35H console Orop all |«
HTTP Accept all |«
HTTPS Accept all |«
Port 1 sccept all |«
Port 2 Accept all |«
Port 3 sccept all |«
Port 4 Accept all |«

J& 3-9 2 service £ A/2/Z port Of et IP EEHE &&

ol & 0

[[0||

H 3-2 Option £’ IP address/mask £

Input format )
Allowable Hosts Option
IP address/mask
Any host 0.0.0.0/0.0.0.0 Normal
192.168.1.120 192.168.1.120/255.255.255.255 Normal
Any host except
192.168.1.120 192.168.1.120/255.255.255.255 Invert
192.168.1.1 ~
192.168.0.1 ~
192.168.255.254 192.168.0.0/255.255.0.0 Normal
192.168.1.1 ~
192.168.1.126 192.168.1.0/255.255.255.128 Normal
192.168.1.129 ~
192.168.1.254 192.168.1.128/255.255.255.128 Normal
None 0.0.0.0/0.0.0.0 Invert

3.6. SYSLOG At &3

Pro Series= 22 OIAIXl 2& AUIA, AIAE Y ZE HOIH 222 28t SYSLOG serviceE
KZSLICt. & SYSLOG serviceE AtE0tei®, ALEXt= SYSLOG MUl IPFA2L ALE
facilityS BrS Al XI&ESHOF &LICH. Z& 3-102 & ClHHO0IA2l SYSLOG server configuration

stHE EWHSULCH

o
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SYSLOG configuration : /network/syslog/

SY5L0G server service Ernahble
SYSLOG server P address 192.168.1.1
SYSLOG facility Local? «

(Save || Save & Apply | Cancel

Copyright 2005 Sena Technologies, Inc, &l rights reserved,

J& 3-10 SYSLOG A/t &€&
2 MAIXKIZE Pro Series22H =4I5td® Pro Series &80AM X&EE SYSLOG MU=
“remote reception allowed” 22 A& L/ HOF &LICH Pro Series 2 SYSLOG AW AOI0f 30|
Uz Z2, MEXE WD S0HL= UDP IHA0I XARSEH Olsg = A= IS BIEA
Z=JtoiOF & LICH.
Pro Series= |ocal O0lAl local 77tXl SYSLOG FaciltyS2 XI2&LICL AIS
FacilityS S AtE05t0, SYSLOG HIAIXISl EEHZ Pro Series HAIXIE MEE = US
SYSLOG servicedt Jts8h AEI0 UL SYSLOG AH X0l HES dFE Z202 MEX=
Pro SeriesAl2A8 27 A& JHNA 2 M&E fIXE SYSLOG AHZ XHE %
ZE/NAE 270 ME S0 et KtHe 2= 4.28. ZE Z2Z0|LL 5.2 A/IAEH 277 82
J_él- 8|;/\|A|9

c A
Qo
=)
o
ro

3.7. Locating Al H

3.7.1. 0%

Pro SeriessE AWH(TCP &= UDP)Z AIZ0otei™ 22i0IHE H&2 ©

IP =45 Z0t0F EUICH OdLE DHCP 2 22 |5 IP =4 &30 M= Pro Seriestl &2/9|
IP =40t gd&ELICh. O0l= Pro Series? &I IP =240 &HZ2o)| fIoiMe SE8 =2
ZQR06tChe LIt 0f 2ME CRI| |aid M2 IP =40t ggE ot £= =
Pro SeriesJt Locating AWt =cl= S MHH=Z IP =

e
AUSLICH. EF SAEE Locating AHZE S&otHL Z20/HE &

J

g5t 20122 S22 MBEHX EsUCH Ootehol MBE

DIZESS MEGH Z208s MF FA8oHHL AUHIA=ZX Il XNAE0 Aot AL,

3.7.2. Locating Al &3

8 3-11 = Locating MH &3 3HS LIEFRHLICH. Locating MBI IP =2, Locating AlB{ UDP
IZE H3s 2 HH A2 2H32 28 Locating AH Jls AHE2 IR E &F6H0F &LICH Locating
Mt Jls2 =J|0l "Disabled'2 & &0 UASLICH
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Locating server configuration : /netwark/locserver/

Locating server service Enahle
Locating server IP address 192.168.0.8
Port 3000
Locating server Interval (second) 30

[Save ] [ Save & Apply ] [ Cancel ]

78 3-11 Locating A/t &&

3.7.3. Locating Al S¢&l ZZ2E=2

0lo

Pro SeriesJt Locating AHZ IP =2 25 24 2 GOIH A2 G313 &L

&9 OH& R3] Gl 0l & (0) GI0IE (1) Gl Ol & (n)
HIOIE 4 Variable Variable Variable
at F1-AA-AA-BC
IOIE(n) A
&9 GIOIE ID 20l GlolH
HIOIE 1 1 Variable
2t 1-6 Variable Variable
HIolIE ID
ID &9 20|
1 Device hame Var
2 Model name Var
3 Serial number Var
4 MAC address 6
5 IP address 4
6 Local ports* 1E=45=8

=9 Local port: 2/ 26/0/E HIO/IHE W& Alc/E ZES S 222 EE TS LIEIHLICKL
PS1109/ £Z ZE [0/ 20/ 2 BI0/E0/0/0F oF11, PS410 PS8102 2/2f 8 HI0/ES} 16
HIOIE010/0F EfLICE 2 AlCIZ ZE0] ot €& & ZZ TCP(&E= UDP) 2 E Blas= Alclg
HEE =4, S 1 B Al2/g EES TCP(4£= UDP) ZE BISRH BXH MIALZLICH Al

HZEJ} Disable £/ YU IR £2 XE Bas 02F 2=gLILCL

PS1102 Ofl:
HE $15 =7001 (1B59h)Q! 2R, 22 EE [0/E =1Bh, 59h
A2l ZED} disabled T AS FR, 22 ZE HOIH =00h, 00h
PS4102| Of:
ZE1=7001 (1B59h), EE2 =7010 (1B62h), EE3 = disable, & E4 = 7004(1B5Ch)
221 TE [ 0/F = 1Bh, 59h, 1Bh, 62h, 00h, 00h, 1Bh, 5Ch
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3.8.NFS A &%

Pro Series= AlAE 271 £= ZE HOIEHE NFS(Network File System) MHBIAE Sdi NFS
MO HEE 2 UNA ot Jls2 XEELICL 012 AIEdtd= AMEX= NFS MBS IP =4
2 NFS AMHS &X Z2E BtEAl X&EoH0F UL J& 3-12= NFS MW £F HOIXE

>

NFS configuration : /netwark/nts/

MF3 server service Enable «
MFS server IP address 192.168.1.1
Mounting path on MFS server /
MFE Timeout (sec, 5-3600) 5
MES mount retrying interval (sec, 5-3600) 5

[Save || Save &Apply || Cancel |

Copyright ED%Sena Technologies, Inc, &l rights reserved,

g 3-12NFS AH &%

Pro Series 22 OIOIEHE NFS MBIl M&EStcA™, Pro Series &0l XIZE NFS MHE “read
and write allowed”22 &&GHOF &LICH. Pro Series & NFS AMB{ AOIO &30 U= E=2,
MEX= LIJtD SUH2= UDP 20l 7SN OlsE = U= #EHE BEA =Ioi0F LICH
NFS AHIADL AF2 Jis AEH0l2 NFS MB &&0l HE tEXt= Pro Series 2
AMAE 270 £= ZE HOIH 22 NFS Mz HEEY = JUSLICH ZE/AAE 2 ME
SIXIOl CHEH XHMISH 2= 428 ZE 2 L 52 A/AE 2277 32 TG A

o
Ol
0
2
=
>

3.9.TCP NHIA &F

TCP MHI&EO0l & SAE MUA MAD=s R, SAE TCP ZEQ lock-up

o

a
Paa
ol
S
0
ol
0=
x

FA4NRoz ZBZEOOF &LICH 0l48 lock-up IZ=2 ol HIFAXC Zg S22 2ldl
25, 0l 8t lock-up2 XIS fI5H M, Pro Series= TCP keep-alive JIs2 ME8LICH Pro

Series= UWIERAJL HAMG| keep alive=l A=K =olot)] o FIEHZ AU SAE

o
IH2ls MESELICH BHS0l gl &l SAEN O0I40 /A= RHe=Z 26t ME

2 LICH

Pro Series2 TCP ‘keepalive” J|S2 AIE0otd™, AAEX= GOS0 20| 302 BH+E HEHH 0t
gtLICh.
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e TCP keepalive time (sec):
N& 2t S4I0l = AEHOIA 0L 2ot keepalive THI! M&ES Al
Ct.

e
py
re
>
2
!
1

U ¢}
ZEELILL D282 16 =2 €&3&EHNH UsL

e TCP keepalive probes (times):
HZES ZZE WA H& MEHCIX IR E &olot)| ol 223 SAEN keepalive W3S Z

== o o o

B10ILt d&ots JHE UEHELICH JI=gte 332 8850 UsLIt

— o

e TCP keepalive intervals (sec):
Keepalive 2! M&EQ| A2t 2tAZ2 LIEHRHLIGCH JlE2d8t2 5 =2 8850 USLICH

& =J| £&8Y [, Pro Series GIOIEIJF S4101 8l= H4HSEH 15 =20t X = 5 X 2AHAC=Z

e
=)
3

3| keepalive IH2!E M &&HLICH.

TCP configuration : /network/stcp/

TCP keepalive time 15
TCP keepalive probes |13
TCP keepalive intervals 5

Save || Save &Apply_ Cancel |

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

J& 3-13 TCP keep-alive &&
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Eoll AIE2X= 28 ZEQ| host mode, Al2lg Sl B4 HE

HU
o
He

TCPE SoiA 22 OIOIHE oliEdt= AlelE EXE WEWL, Al2lg EXIE SoilA &2 Olol
HLICH. TCP A, TCP 2c2l0IHE, TCP At & Z20IHE 22 #

Ch, £t U2 HZE SolilA Alele EXI0 HIOIHE 2L £

L

s2 = AUsU b GIOIE 8ot
= A& JtsELICH

e UDP

UDP 2E S&2 UDP Z2EZ0 J|8t oIl 82 Hst] TCP 2= &1 &L

e Modem emulation :
0] EE= AT HEOHE AISot2 Jct= AFEXLE JIE0l Al2lg EXIJF 28 AT HEOHE

=
I| 8|,_ﬂ_ %% [[H MNEHSH A Ol%

0

port logging 21522, Alclgd ZEE Sol &&= OO0IHE MEMORY &2 NFS serveril
H&E & %= USLICE port event JIS22Z, MEA= ZE E2 IJIRFE HAINEE S8 =
U[U2O, OIIH Pro Series= Alelg ZXNZRH IIRNE HAIXNSS LA =H, Al2lg X0 0l2
SFI0N U=s HAIXNE 2D, email E= SNMP trap 2 Soll 22l X0H SESHH & =
UAUSLICEH 018 Soll Ar2Xie dZE FXZ2H2 HAIXE ZAIE 5= ASLICHL

MEMORY 0l MZ&= 27 GO0I&8= Pro SeriesOl 80 S0 2

rr

>
[at]
Q
Hl
Im
HU
o M
o
o
m
il
T
I
9'j
|
40
%
>x
rr
Z
M
(0)]
w
@
<
2
U
>
0K
o]
>0

H 41 A2Ig ZE &8 H=
All serial Port Enable/DisabIe
ports Port title
setting Host mode TCP Port number
User authentication

.
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Telnet support

Max allowed connection

Cyclic connection

Inactivity timeout (0 for unlimited)

Socket ID (for outgoing connection)

TCP Nagle algorithm Enable/Disable

DTR option

Allow incoming connection

When DSR goes low

When DSR goes high

Port number

Max allowed connection

Inactivity timeout (0 for unlimited)

UDP Socket ID (for outgoing connection)

Accept unlisted

Send unlisted

DTR option

DSR behavior

DTR option

DSR behavior

Phone number to host address mapping
table

CONNECT string in non-verbose mode
(ATVO0) and CONNECT string in verbose

Modem | o460 (ATVI)

emulation
Response to AT&Cn, AT&Wn and AT&Zn

with

Command echo delay (ms)

Default command echo

Default data mode

Init string

Remote host®

Add or Edit a remote host *
Host IP address
Host port
Backup host IP address
Backup host port

Remove a remote host

Cryptography”

SSLv3

Serial port
parameters

Baud rate

Data bits

Parity

Stop bits

Flow control

Inter-character timeout (ms)

Modem

Enable/Disable modem

Modem init-string

DCD behavior

Automatic release modem connection

Port logging

Enable/Disable Port logging

Port log storage location

Port event handling

Enable/Disable port event handling

Notification interval

Email Enable/Disable Email notification

notification | Subject of Email

! TCP/UDP 2= 0t ol &,

> TCP 2ES0IM Backup host &2 Host ™2 ATHAIO OIRELICH

:TCcP 250 Gig,
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Recipient's Email address
Enable/Disable SNMP notification
Subject of SNMP trap

SNMP trap receiver’s IP address
SNMP trap community

SNMP trap version

Add/Edit an event keyword
Event keyword
Email notification
SNMP trap notification
Port command

SNMP
notification

Jg 4-12 0|8t Aeld ZE HF stHsE ZBUSLUOL Aldg ZE &3 0o Ois st
ZES FEE S2HSUCLC AEX= 0 HOIXINA EZE EOISE, SAE RE, 22

Serial port configuration : /serial/

M, Title Mode  Porgd Serial-Settings

1 Port #1 TCFP 001 Rs_485 2304001 8 1 Hardware
2 Port #2 ME 700z Rs_232 9600 MB1Mone

3 Port #3 LDP 7003 R5_422 2400 MB1Mone

4 Port #4 —— - - - ———————-

Copyright 2006 Sena Technologies, Inc, &ll rights reserved,

8 41 Alclg ZE &F 0o ot

42.Nelg ZE &3

Pro Series® Al2lg ZE AF2 S 20| 8 182z 8

[
-
fwl

1. Port enable/disable
Port title

Host mode
Cryptography

Serial port parameters
Modem configuration

Port logging

© N o gk~ w N

Port event handling

4.2.1. Port Enable/Disable

s
-
fwl
e
i)

2l EEE enable £= disable € £ U Alelg ZEJ} disable AEHDOF &™H
A
=

e oY Alelg ZEZ &% LICI. & 4-2= Alcl¥ ZLE enable/disable StHS

ot

A O
T BA
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Serial port configuration — 1: /serial/«1/

Enable/Disable this port Enable
Part title Port #1
Host mode configuration

Serial port parameters

Fort logging configuration

Fart event handling configuration

Copy port configuration

[ Save || Save & Apply || Cancel |

_1& 4-2 Serial port enable/disable

4.2.2. Port Title

ABRHE 220l TEN HTE IO (8 2YS Uy + USUCL GIIHs B R,
B X = 9X BHP SOl TaE & AU

Serial port configuration — 1: /serial/«1/

Enable/Disable this port Enable
Part title Port #1
Host mode configuration

Serial port parameters

Fort logging configuration

Fart event handling configuration

Copy port configuration

[ Save || Save & Apply || Cancel |

1&g/ 4-3 Port title configuration

423.SAE BE BHELFH

ol
[>
Im
Ha
n
|
i
cC
o
fol
>
Im

2E0= TCP 2&, UDP Z2E, 2

Pro Series? & ZEE

tlEdiold 2= Al JtXIJH ASLICH

e TCP 2L

TCPE Sl E02 HIOIEHE A2lZ ZEZ WEWD, AMCIZZEZ E02 UI0IHE TCP2

LHEYLICH TCP &2 &F&E TCP 2&E =& HHZ Pro Series2 =0H2=E AZD Pro

Seriestil & E |3 SAEZ Wte HBS 25 AEE€ = USLIOL L& =2 TCP
i

IFS OIBHAl ARIY ZER HOEHE 2U



e UDP 2E
UDP 25 &2 UDP Z2EZ2 gZ¢tle &2 MHAotH TCP 2&2 =&t Hl=&LICt.
o ZE O=C0I8 2E
Alelgd  &EXIJF 00 2Y AT ¥Hs= XRSHAHLE AFEXIF AT HE=2 AIEdMd HES
MOGtAA & I 0 25 HEELICHL TCP M&ERH XI&AELICH
J& 4-4= SA2E B SF4HFA Oie oel |3 AHO0IA HHSLICH
Host mode configuration : /zerial/=|/hostmode/
Enable/Disable this port [Enable «|
Port title [Part #1
Host mode configuration
Host mode | TCP v
Port nurnber (1024-65535, 0 for only outgoing connections) |?E|E|1
User authentication |Disab|e v|
Telnet support |Disab|e v|
Max, allowed connection ¢1-8) |8 |
Cyclic connection (sec, 0 : disable) |EI |
Inactivity tirmeout (sec. 0 unlimited) iTDD |
Socket ID (for outgoing connection) | |
TCP Magle algorithm Enable/Disable [Disable |
DTR option | Always HIGH v
Allow incormming connection rﬁlways v%
When DSR goes low | Do nothing v
‘When DSR goes high | Do nothing ~|
Rernote host
Cryptography configuration
Modem configuration
Serlal port parameters
Part logging configuration
Part event handling configuration
Copy port configuration
[Save ] [ Save & Apply ] [ Cancel ]
T8 44 SAE PCE HHHF (TCP 25)

423.1.TCP 2%

TCPEEE O & Oloiot)] fIHM SesteEl &EfMO0| = (State Transition Diagram)E AtE0ot=
Z22Jt ¥SUOL el o Gl ol et ArEXtel OlHE SJ1 <IoHAM Pro Series2
AEHE G323t 20| 2H5HH dHBHASLICH.
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"SEE BH SAE T UMK 22 RFOI 2IIE JIG2ID AS"S LIEELICH TCPEER
M PN

i

(=3
"HZ0l Sl=E ME'E ZELIO. A SAEQ Pro Series?t2l OI0IH A&0] 2=2&EHH, 3H

Pro Series & ofLiot 2H AZoHH RSl 20 0 &EiZ BHRA SUO. 1 =

fol
I>
Im
rr

MBS IHECZ [EDI(Listen)|2E2 MetelLICH
[A3-2Z(Sync-Received)]

o
Iy

SAE B St dZ F= 2RO [SDl(Listen)] &EHOAM [&3-2S(Sync-

Received)]= Bt&ELICt Pro Series)t &2 20t=0|H, [+~ & (Established)] &EiE Br&ELICH.

[& 3-2 Y (Sync-Sent)]

Pro Seriesdt 12 RES 23 SAEN BRUCOH [E&(Closed)] &EHUMAM [&3-2H(Sync-

Sent)]2 HHELICH Ol MHlz 23 SAED ¢HZ FS 20ot=2 WX XS LICH

[#=&(Established)]

"2 0| =g = (open connection)'sS LIEFHLICH ¥H SAE £i= Pro Series &2 otLIJE TOHE

2ol o8 RFs 2OIS0IH HZ0| T [+~E(Established)] &EiZ HbELICH

[CIIOIE (Data)]

[+~&(Established)] &EHY O & SAEQ HOIHE U8 SAEZ d&E AYLICL TCP A&

s 20 Al OloHat)] oA, OIZAH &H CIoIeH &0l 0I1R0X= AEHE [OI0IE(Data)]
LELICH &HZ, [H0lE(Data)] 2= RFC 793 [TCP: Transmission Control Protocol]0fl A

fl= AHME [+E(Established)] &fEHS| LR=2LICL. HZ2 OOIH AES HAHMAM=E Ol

AEHOF LR LICH

o

Pro Series= A0 [tet TCP MH LI 2210|MEZ SX&LICH Pro Series= AlElYd ZE =
TCP ZEZE2H HOIEHE d&d22 UWEE2 HE2AHOIEN CHoll eyl 2=
CIZE TCP &Ei= TCP A 2= S22 [EDI(Listen)] LICH

1) A AEf &0l

[EDI(Listen)] --> [&l3-BtS(Sync-Received)] --> [#=& (Established)] --> [OI0|E (Data)] -->
[E &l (Closed)] --> [ED|(Listen)]

Or

[E7I(Listen)] --> [& 2-EtZ(Sync-Sent)] --> [+~ & (Established)] --> [0l 0| E{ (Data)] --> [&f & (Closed)] --
> [E 7l (Listen)]

2| MEE [SDI(Listen)LLICH Al2lY ZE2ELH  S0iQ=  OOIEJ A9  TCP
SP0IHERN 22 SAEW Hz2 5t TCPEEE SGiAM  CIOIEHE  ®ELIC

SOHALs o2 RF= 2 MHZRH Z2W TCPABIZA HES =& = A€
EE = E

gtLICH Ol Aoz, AFEXt= &4 Pro Series)t S8 |23 A
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B0 20 ACHD HFE > JASLICH

2) &

e Al2I2 OlIoIe &&

Aelgd &EXIJt Pro Series? Aleld ZEE Sofl OOIHE E2¢ [MHOLCH OOIEH= Pro Series2
Alelg ZE HIHO &Y JLLICH HIHO DS AL €8 Al2tsSet OI0Ie &&01 LK
Z2H Pro Series= SSE 2 SAEN ISUC Ol 0 W& A2t "Xt
!OF=(Inter-character timeout)"'Olct) & LICH. (SXt2+ EHYOFZ 0l 28 XHAISE E&Y2 4.2.6.
2 EE [ +E EHZEGIAID| HI&ELICH TCP M&0l HZ X 242 AHHA Pro SeriesJt
H3FoZ A SAEQ AZO0 ZH, AMelg ZE HIHS O0H=E Y SAER dEE

o (0]

AQLICH DX 20 HIH o2 2 HI0IHE AMHME HYLICH

ne

ad

= LS BUWHAU LHE AlZt S0 Alelg ZEONAM diole &&0I
QLK 2e®  M& HZ0l oHME  JLLICH Ol Of HoH&l A2t "HIgs
Bt OF=Z(Inactivity timeout)'Olct) & LICH Al2lg€ ZE HBIHO EHOIJAE 2= O0IEH= H&0|

oM M ArME AL

3) DI

e TCP glAY(Listening) ZE

Ol2 &3 SAEDJ TCPHMEES HZotl OOIHE Ss4E

TCP 2laYd ZEE HMIAS ZEN Ol SHe A& REF:2 HEE JYLICH Pro Seriese=
Z

1T
10242 E 666350tK EE WSE RHgtotH 2t 022 &F0l EHEH UIt=E A Z(outgoing

Pt AIS el &
SF2 59. A/EA &2/0M & = UASLICL

TCP2Z0IM, Pro Series= &Y COM ZE N %ﬁ'(RFCZZl? SEhg XJol2g AIEXes ®
& =% (baud rate), HOIH HIE el ze
RFC22175 & &4l 22I0|HE Z2 )02 HOUE & USLICH (A2l N
Nst B8 4.29. Al2Ig EE DI85 ZEEGHAIDl HH&LICE)

loh
o
>
=)
I
F_h
m

I

>
o
ne
2
=
E



rr

CHOH Ol sS&2 RFC221753 COM XEE c|CH0l2E(Redirector)2t & AEZON AIE X
il

=09 Alelg ZE EScAHolE Z20#HS MEoIK Pro Series® Alcl€ ZE DHIH B

i

=}

?Iot™, Tactical SoftwareZ2FE Serial/lP2] SENA OEM H& QI LLCIt Pro Series HEZ
ILICt, COM ZE c2ICIOIEH ArE0 2o O &As E2E 2™ SerialllPe 2AME
FAID] BHEILICH (O &AMst B2E RCtAIH 25 5. SeriallPZ Pro Series AIE0II/E
SHAID| BEZILICH

=

]

b

o

b

bal
(T B o B I
ol

0

o olELE HZ2 zIlHak
Pro SeriesE 28 SAEZEH AclY ZEZ9 U= E=S 0 8MMA X LICH 2L
22 SAE 2|AE 2 & H(remote host list configuration)0fl 2ol 0|0] 2 SAE F0| QUL
M, o8 Jts =Xe BI8He= HZ2 2t — 00l HZE A SAEQ #)2 ZAFLICHL
g = s HZQ xS 82 £FolL, AA SAE CAENHM &F

S g0l et Pro SeriesOlA 223 SAEZ 3019 HZEO0| AUACHH, 2
2 5(=8 — 3)0l ELICH & 3A

£ 208 424 FF AE SFFLIHS FLotAIJl BHELICH

=

2

4l

& HZ(Cyclic Connection) JIs2 AME0tEE & TACHH Pro Series= ollE Al2ld ZE
ZE HXZRH SH2= Al2lg OI0IEIt glHets, €& AIZOICH AFEXR EHo JA
SAEN HEELICH 23 SAEN Al2lY X2 2 IOIEHIE JACHH, AZ0l =& = Pro
Series® Al2lgd EZEE SoiA Alclg X2 HE5& = USLICH 2HF Pro Series)t 23t
LIS U JUAN, 2= SAENA Pro Series2 &2 & =+ glUH, 0 JIs2 0IEdHA Pro
Series)t A2 SAEZ AZGHH &= USLICH AIZ2X= Pro Series)t @23 SAE(

HOICH 22 SAED Alelg ZHEs

1Ea]
I

e HIES ELYOF=Z(Inactivity Timeout)

HIZ2sS EtY0t=2(Inactivity Timeout) Jlsg2 AME5IEE 4dAFMS WM, HIZ2s ELHO2
SALTFHUAM HoH& gt ¢t OoIE d&01 LUK EeH A SAESQ Pro SeriesAtOl2
AZ2 Iso2 ZOHAELICH

e A3 D

Pro Series)t 323 SAEN YN H%zotse 32 |3 SAE= HZE Pro SeriesJt 0™

XX E 2ANES Sot AZ2otdA & ERIE /US = USULCH 0 R0l A3 ID(Socket
D)0l S&e 2AEES XEoH Pro Series)t &3 S AEN ¥=5g J=20 XNE=E 2NHES
M M&0tD Data ME01 AIEZA ELICH AI2Xte Rdte 2XMZEE 23 D2 N3E =

USLICLTCP 2EUAM 430 ID = TCP HZ0| OIFHE [ st 8 ELICH
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e TCP Nagle £12I&
TCP Z2EZ20l= Nagle £€12l& Olete gA0l 28 0 JASLICH 0 gelse 2 LS
22 2 A2 29 d&ss ZXoh)| o DHEASH TSt I REHE X ot=0
SEELICL OdU 0 ¢1els 20 oY 2R0l= ds&HMIt 0FIE Il & &L Nagle
gdelSD TCP o XHE ACK 8 A0l LAIZO MEFXNZ H2AE 2HE LHAIIINT
&LICH Nagle Z2112|&2 0l option2 O0IE56tH &4 T= U435 AlZ = USLICH
e DTR/DSR S&
DTR/DSR &2l E&= Al2lg ZE AMSE MEOAM TCP 2 AHE MO dt= diol UASLICH
DTRZ2 MI|& Z(write-only) & 4150l BIHN DSR= 24JI & E(read-only) &2 &S ILICH
DTRopotion2 U3 =4 = oLtz 8832 £ USLICL
Always HIGH: && =2 &tE |RXELICH
Always LOW: &&f 22 &tE SXLICHL
High when TCP/UDP is opened: TCP HZ&EHUIAME =2 &EHE RXIELCH
Allow incoming connection2 & & = otlU=2 d&8E = JAsUC
Always: &t&h AH SAEZREHO TCP H&E S dE&UC
Only when DSR is high: DSR &lSJt =22 &YW °F, B8 SAEZRHS TCP HEES
I8 &LICH
When DSR goes low= 08 88 = otUz2 d8Z = USLICH
Do nothing: DSR 41SJt =2 &HUA B2 MHZ BHotHet: Ot s&HE GHAl 25LICH
Close all connections: DSR ¢SS0t =2 AHUAM 2 &2 Hatg i, 2= TCP HZ0|
Z & LICH
When DSR goes high = 03 88 & otz 882 = /JUsLT
Do nothing: DSR 4&ISJt 2 &HUHA =2 MHZ BHotHet: Ot s&HE GHAl 25LICH
Try to connect continuously: DSR 430t Y2 AEHHA =2 &2 HatE [, H=ZoHA
H SAERO HASATZELILCHL
Try to connect once: DSR 4AlSJt Y2 MEHUHA =2 AHZ HSE @0, & ot 2
SAEZO HASAITEULCH
=9/
1.DTR/IDSR && &&F & ZE0] 283 Z01US TRUAH RE0IA ZSLICK
2.DTR/IDSR && &&= RS422 2 RS485 ZE0iAHE R&0tA ESLILC
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Established
<\

TCP conpection request accepted

Incoming data via serial port

Incoming data
from remote host

Accept

TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

Inactivity time-out

=

Incoming TCP connection request

Incoming data via serial port

J8 4-5TCPZEEY MEHHOI =

423.2.UDP 2%

UDPZE =X2 UDPOl JIBte 1 UL, 2x B SAEE XN 2= U= 4o
Mot TCPEE2H ZsLICh. UDPE HIZ ZZEZ01J 20 AMASke FIIHE 3=
23g 2RIt AsLIC
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Host mode configuration : /serial/=1/hostmode/

Enable/Disable this port EEnabIe v
Port title ?IF'Dr't ¥
Host mode configuration
Host mode ijLIDF' :
Port nurnber {1024-65535, 0 for only outgoing connections) |?DDI
Maz, allowed connection (1-8) i:B
Inactivity timeout {sec, 10-3600) !:IDD

Socket |0 (for outgoing connection) |

OTR option [&lways HIGH - :'

DSR behavior [Nane =]

sccept unlisted | ‘r’esv

Send unlisted [Ves |

Rermate host

Serial port parameters

Port logging confiquration

Part event handling configuration

Copy port configuration

[Save || Save & Apply | [ Cancel |
78 46 SAE ZC #HSF (UDP 2C)
1) S&
A SAEJ UDP OI0OIEH 1S Pro Series® UDP 2Z ZE ZF9 GtLW 2WH, A Y Pro
Series= 0| OO0l 38 SAE 2ALdENAN £8E SAE S92 otLIHA 2 A2dX
SOIELICH Y &8 SAED | STAE SHILFHUHM €38 SAE SO otLetH, Pro
Series= Alel¥ ZEE SollAl HOIHE M&ZELICH JOZX 2O Pro Series= =H22= UDP
Ct. =

dold#iE molgu dadlh ARS X

o
|>
Im
2

Q
rir

A SAEZREH & UDP

datagram2 E!J|(Accept UDP datagram from unlisted remote host)' OHIlH =5 '0l(Yes)E & &oIN
A SAE BHIFLHFH A2200] 2= SHL2= UDP HIOIEI O3 E Pro Series)t 25 ot £
USUICH Al2lg ZEZREH S0H2= O0IEIt JUA2PH, Pro Series= 0l OIOIHE & SAE
BHEEFN HoE FAA SAER MESELIC Y SFH Qe 22 A

& E35HII(Send to recent unlisted remote host)' J1s0| '0li(Yes)'&
Et 0232 Al2t0l Bt X ¥2) Pro SeriesOl CIOIEHE =2
SELIC

2) OHoHEH 2~
e UDP sl XE
TCP 2lAYd ZEQ 22 JHEeLIth XHME A2 4.2

Hge TCPS4alt Z&LICH XA Atet2 4.2.3.1. TCP ZE°9
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SN ACH

WA SA

3.1. TCP

OHOHE =2

E

2

2 OOIHE

ZEo HHE=E

=t

el
Ol

A A2,



SXot)|l 2ol HIES EIA0I2E AFZELICH

= 2t Pro Series® Alelgd ZE A0l GIOIH

TEZEH SE20 2= 229 83 SAEZ UAl OOlEHE
=2

COHAN HEsS Et20t=20l8t Pro Series)t =

23 S AEE FXotI| Ao 2elot= A2t U
F9Y: UDP ZE0IA AEIF HIZS EIY0IZE 02F &85 IR, FF SAES AZ0] =Y

& k=)
o1& 9Z+(Max. allowed connection) £ ZIIotH L% 0 E2& ME2 AZ0/ 58 =HA
(@]

Z AMEAl FE6t0HO0F ELICK

10

e A3 D

Pro Series)t 323 SAEN YN H%zolse 32 |3 SAE= HZE Pro SeriesJt (™

XX E 2XNES Soto 3
D) S&& 2AES XNESHH ol XNE=E 2NES
o

$0
aly
C
o
c
o
o
Ha
In
=
x
b
y
o
rr

0
fn
=¢I=I
»
=
I
N
I
C
o

e DTR/DSR S&
DTR/DSR EIo &&= Ale
DTRZ2 MIJ| ™ EZ(write-only) &

DTR opotion2 U8 S8 & ol 832 = USLILCL
Always HIGH: &4 =2 £
Always LOW: &4 22 MHE
High when TCP/UDP is opened: TCP HZ&EHUIME =2 &EHE RXIELLCH

DSR behavior2 & S8 & otz €& = ASLUILCH
None: &4&f A SAEZRHO UDP HZES GIE0t, DSR &S AEHIt BGHHZ2HD Ot
S&HE GHAl ZSLICH
Allow TCP/UDP connection only by HIGH: DSR &I3JF =2 AMEHLN ©f, JAA
SAEZS2EH UDP HOIHE Z&LUICH

=9/

1. DTR/IDSR && &£& &2 RS422 2 RS485 ZE0AHE RE0tA F=LILCL

1o

-

Bl

0
oy

-
Ob.

o =50 Sl= 228 SAEZSH UDP HIOIHIOE &I

CIAEN ) SAEZR2H 2 UDP datagram= 2 J[(Accept unlisted : Accept UDP
datagram from unlisted remote host)' J|S0| '0OtLI2(No)'2 & &EEIH, Pro Seriese= &8 SAE
SELEFUAM L& JF}IASAEZREH S0HLQ= UDP O0IHOgets 2sUCh BHUHZE

2IAEN g X SAEZLE 2 UDP datagram= 2fD|(Accept unlisted)' 710l '0ll(Yes)' 2

>
rr
o

Y

0

>
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SHAHE O, Pro Series= 223 SAE SHALAFN A2Q0 2

2 LICH

2= UDP OIOIEH &S 2

fn
un

| 8l =2 @8 SAEZ HE0HI|(Send unlisted : Send to recent unlisted remote host)'

0l 'Oli(Yes)'2 &EAEH, Pro Series= Z 20 Pro SeriesOl 858 3 SAEZ [HOIHE
MEELICE =20 9= 22 A SAER Pro Series® olg Al EZEZ OI0IEHE
oF 2 E SILEFHUM &N &2 A SAEE UELICL. 22 Pro Series=

SAE BALSFUAM HFE SAEWHT COIHE HMSELIC 'S=200 e 22 &4

EZ HME56HI(Send unlisted) IS0l 'OILI2(No)'E &HAFEMH Pro Seriess= 3 SAE

BEAFN dF=E SAEND HOIEHE BYLICL Pro Series= HIZ2S EFYOF2(Inactivity
j==}

S0l gl z22 ¥4 SAEE ®RAELICH

E

1) S=

22 HSH0IL DEUA, A2l TE T2HAS O A2IY ZXG PHE D0 AH
SXELICL Al2lY ZE ZRNAES O SN sl XM, AT 28 ¥3S 2D 30
Mot SEELCL T8 28 ASS Fe6l HMelglth 28 HE08 2E= 02D 2

e 0101 AHEXS Al2lg ZX0 2 ZEO0l UAS <.
AZXE Al2lE EXI0 datd HZE 2800 0101 R
Series2 wWHME = UASLICL. AIEXDIF oo & L2 ATA/ATDT 2 i +=2 HMatgs

-
el IPEA(EE S0

SAEE N2IZ HOIHE BY 2RJt US 32,

BXNN =40 SAEZ HOIEHE SUOF SIS 2

X A MM GIOIEES X SR CIOIE =S AHE, £ #M HoEHE <

BT MHE B 2 USLICL ABX ZXOH o0k 2 22 XA ATD(T) XXX YHS 2
FA(EE

Pro Series@ 2& HZdl0ld LEE AESHN, ArEX= Alele CIHI0IAE oI UWER A
A HBE = U2H, Ol= dHspd ZEES AE6te AE0 MEELIO. Z 4-2& Pro
SeriesOlAd X2 ot= 4= AT HE0 HLLIC

OIY! UERIZN HZ6t)| Ploi ATDA FEES AEHS U2 Alcl2 EZE ZH S859
MOl (|2 B0=L|C

il

}. Error! Reference source not found.OllAl=
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H 4-2 ProSeriesOAl X122 &= AT Z&0/

ag He s sg ¢
(verbose code)
++ gg 28 22 =4 s
TCP REE TCP Z2I0/HE RE=Z &HFE =, A=
ATD(T) BH SAEZ HES AMETELULH
[ 1P = =0
N[22 ZE][CR]LF] | O) atdt192.168.1.9:1002
E= 0ll) atdt1921680010091002 Hz50
ATD(T) IP =4 192.168.1.9, LE 10022 HZ&LICI. CONNECT [CR][LF]
23 P& ZE|| (REBMSE UXX2INA 518)
[CR][LF] 0il) atdtps.sena.com:1002 A0 AIiotH,
SOlQl =4 ps.sena.com 2 ZE 10022 HZEEHLIC NO CARRIER [CR][LF]
ATDR ATD(Mt JlE2XHez S gLt Jdellt ATDR SE2 | 12 ofj2fJ w5,
[2= 1P E£&= S0 | Cryptography & A 0t Default Data mode S& = 22064 | ERROR [CRI[LF]
Y [E A EE][CR]LF] Raw TCP modeZE & =g AZ&LICH
ATDS ATD(T)I JI=2XO2 =2 &KX ATDS H&2 SSLv3Z
[ 1P E= &0 | &% AMEZEUCL , Cryptography &30 SSLv3Z
SI[E = ZE][CR][LF] SZEASAUL AZELICH.
AT&T
oM Data modeJlt
Raw TCPQ!I &=
Default data modell HHZ &I &AXE Default data %[%R][Lg]t det
modeS 2H0Igt 4 AUBLICH = ata mode
N Telnet binary?l &<
AT&Tn [CRIILF] AT&T: ST Default data modeE &0l 1[CR][LF]
AT&TO : Default data modeE Raw TCP modeZ #13&
= . AT&Tn
AT&T1 : Default data modeE Telnet binary modeZ2 H& Nz
OK[CR][LF]
A TH
ERROR[CR][LF]
AT S£= ATZ[CRI[LF] TCP A2 Al2l¥ ZEZS xI|5HELICH HZstd,
- OK [CRI[LF]
ATA/ [CRI[LF] ObX|et ¢als Br= gL O,
. = A IHoHH
PEE QE2 H¥s & NEE | S '
ATA [TEC;(List_en)];T(f Xf;tf, o = - TCP SHE [ ErROR [CRIILF
[22 ZE #35] = TesT _ o OK [CRI[LF]
[CRI[LF] - Y O HOHBS, 222 OHZE HSIH HWADX LOH,
CH&l TCP A& DHOHR =, 22 EZEJI AIEELICH
ATAR ATAZE Y JI=2dez2 ¢ LU0 ddU ATAR HE2
[E2 ZE H3F] Cryptography & & 1t Default Data mode &&= F26HA
[CRI[LF] Raw TCP modeZ &=Z JICHEILICH.
ATAS ATAZEE I J|2dcz s oHXAISH ATAS HE 2 SSLv3Z
[BE2 EE H35] d=%2 JIt"ucth. ¢, Cryptography &&0| SSLv3Z
[CR][LF] HREASAOLH AZBLICEH.
E,EO: 02 &&2 GHAELICH
ATEN [CRI[LF] El: 128 &Fe L
ATON [CR][LF] 0, 00: CIOIEl 22 MEH&EHLICH
4 2 2ot 485, 6 FHEO gretE LIt 2l UM oiEoteE 80l UxsL. o2 REE ZF0HA Z2H,
SE00l EWELICH
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ATQn [CR][LF]

Q. Q0: EE= HAEULL (ZE)
HAIGHK &sUth

ATVn [CR][LF]

V, VO: & = <numeric code> [CR][LF]
V1 (CIE£E). € = <verbose code> [CR][LF]

AT&Fn [CR][LF]

F FO,F1: CIZE 28 &F3t2 =28U.

H, HO: & TCP 225 oHAME LICH

ATHn [CRI[LF] 2= CIOIEDF ALRISLICH
H1l: & TCP H&Z2 S XIELICH
1,10 : “Sena Technologies, Inc."E A& LICt
ATIn [CRI[LF] 13: @Y HISZ TAISLICH <=
CtE &2 “OK'E EAIELICH
HIES EHOIDIE n2o2 HFELICH ERROR [CRI[LF] or
AT [CR][LF] \TA\TO: HIZE EIOIHE A5HN 2aUC (CEE) OK [CRI[LF]
ATBn, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
0, 0,
ATO6Cn, AT%EN, AT&BN, [ o o OK [CRILLF]

AT&Gn, AT&In, AT&Qn,
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn

ATS?, ATSn=x

LHE 2l S-register 22 HHUL MIJF IJbs@LITH  S-
register 2| CIZ2E gt2 E 44 2 ZSLICH &, A0
ool HEE 22 A OFF Al X EX &&Lch

AT&Cn, AT&Wn, AT&Zn=x

CIZE S22 ERROR LICH,
AEX ZF0l 2Aoh 0l Bl e SES oK
JHSELICL (O 4-8)

Hu
g
0
e

ERROR [CRI[LF]
or
OK [CRI[LF]

ATFn [CR][LF]

o
BA

0lo

nO| 10|™

OK [CRI[LF]
CHE Zd=ectd,
ERROR [CRI[LF]

n0| 00|2tH
- OK [CR][LF]
ATWn %S CHe Aot
ERROR [CR][LF]
Mot AlZ2ts HAELICH
AT+DATE 0ll) AT+DATE=2007.01.01-14:30:30
20073 1% 12 14Al 302 30E2 AlZtS HZAELICH
IP2t NetmaskE H& L= =QIgLICH
AT+NET 0fl) AT+NET= 192.168.17.9/255.255.0.0
IP= 192.168.17.9, Netmask= 255.255.0.022 S &fLICH
AT+ CATEWAY Default gatewayS 2 £ 20I8HLICH, d30otd
(AT+GW) 0l) AT+GATEWAY=192.168.1.1 (BIK_[C;R[]j[LF]
Default gatewayS 192.168.1.12 HZ & LICH. = IH ot
ERROR[CR][LF]
Domain Name Serverg H& £ &= &0IgLICH
AT+DNS 0l )AT+DNS=168.126.63.1/168.126.63.2

Domain Name ServerE 168.126.63.1, 168.126.63.2%
H A& LICh.

AT+NETINFO*
(AT+NI)

IP =4 2t 84X Z2 HAISHCH (IP address, subnet mask,
mode, gateway, dns)
e.g. AT+NETINFO
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*PS810 M= XI&6GHK &ZSLICH
H 43AT 0 85 2=
Verbose Code Non-Verbose Code (Numeric Code) | &9
(“ATV1" 90| AdE F) (“ATVO” BE0| AEHE =)
OK 0 HHO| AHE
CONNECT 1 SE0 gl HEE
RING 2 2 ASIH 2XE
NO CARRIER 3 SE0| HelH MSE 84S
ERROR 4 MEoHkl 22 94
H 4-4 AT S-Regqister 9/ L/ZE gt
Index Default Value Index Default Value Index Default Value
0~1 0 2 43 3 13
4 10 5 8 6 2
7 30 8 2 9 6
10 14 11 100 12 50
13~24 0 24 5 25 1
26 ~ 37 0 38 20 39~99 0
a
HelloDevice < ATZ Serial
SS100 ATZ > Device
OK . Command mode
TCP connection
<Kequest JATDT
ATDT

TCP connection

Established.
.| CONNECT | y
A
lDATA.... _DATA....
DATA.. ) DATA....
Y
e+t
M 4
RAequest TQP ATH
disconnection <
ATH R
TCP
disconnection
» OK _
NO CARRIER

8 47 28 =50l 2= ZEIH0/E
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24 HSdolE RENM= £& AEXNI EE HIHSE EF SAE HEAUAL port HS2
Hatole HOIZ2S 4ot MIHSH 2 SAE HAS AMEN 38 & JUSLICHL T8
4-81F 20| AL J3 HSH 2 Sd SAE HEHA/ZE HS HE Hol22 28 =
oM 28 Sdiold 2E0AM atdt5737772 ZH0O 2ol Pro Series= SAE 192.168.1.1 2
7001 Bt ZEZ HAS AEGH ELICH

2) OHH

e DTR/DSR S&

DTR/DSR Eo E&= Alelg EZE HMSE AMEWMA TCP/UDP HZ AEHE MO ot= OOl
USLICE. DTR2 MI|M ZE(write-only) & &S0l HtHA DSR= )| & E(read-only) &

DTR opotion2 U8 S8 & oLtz 882 = UsLIT
Always HIGH: &4 =2 AEE |SXASUC
Always LOW: && &2 dEHE SXELIT

DSR behavior2 & S8 & otz €8 = A&LUILCH
None: &4 A SAEZ2HS UDP HZE 3 E5t1, DS
S& T otXl ZSLICH
Allow TCP/UDP connection only by HIGH: DSR &I3JF =2 AMEHLN ©f, JAA
SAEZRHS TCP HZZ 6185t1 UDPZ OI0IEE &&LICH
Jdedlt, ¥ SAEN e AZE DSR 28 &9 &3 20l &2 210l DSR &<
AEDL =2 YEHUM 22 MEE HaE i 2x2AH 20 XA LI

High when TCP/UDP is opened: TCP HAZAEHUHA L =2 AHE R
R &S

0
|>

1. DTR/IDSR && &£& &2 RS422 2 RS485 ZE0AHE RE0tA F=LILCL

24 HiZdlold REUM Pro Series= AFEXE &8 AT HEU Uioto JI2d2g H 4-31
22 S¢S LU J2U ZXI0 Oet SAE AZAIS 22 IS T2 I USLICH
HE S0 ATDT ZAE0 2o SAE HZA EHAZE [ Pro Series JI=H2=2 1 (ATVO ZHO|



SEE0 US HD) L= CONNECTATVI 0l LFG0 92 2Q) ole 22 LG

J2fL 0 20 12(ATVO Y0l HFEN US FR) T= CONNECT 9600 (ATVI HEHO|
H3E0H A= ZER) cte SEO| ERst R0 J& 4-84 20| d8olH Rol= g2 SE=S

1>
0
0 g
C
Q

Pro SeriessZ £H &=

e AT&Cn, AT&Wn % AT&Zn ¥E 3E (Respond to AT&Cn, AT&Wn and AT&Zn with)
AT&Cn, AT&Wn & AT&Zn Z 30 st SE€2 OK £= ERROR = otLt2 AtEXIt XI&EE %+
AUSLILCH

e Command echo delay(ms)

ArZ RO st AT B2 0 Hi=0A XEE A2 212 XHEHA EAEAN & = ASLICHL
O Hiwes 29 0EdIold Z=2 RS485 ZE0IA AFESHA & B0 sEotH olg 2 =
AsLICH

e Default command echo
MEX= RHAI0l e AT BE0| H2S(echo) &I HLE EIXI 2H XNEE = USLICH
(0l Bi== ATEn @&t sgst Jls2 &LIt)

10

e Default data mode

TCP ®2Z0l O0I20 X1 LUA DataE Z=10 &S [, o™ dAoz F=N BSIE
KNHe 2 ELICH Default data modedt ‘Raw TCP'Z2 &AAETO USAI0= CIOIEHO Ol
JIZ2ES 6HA %2 AMEIZ2 OI0IHE =1 2r5LIL

Default data modeJt ‘Telnet binary'Z2 XI&EZ 0 USAI0=, Modem emulation modeOil A &Ll
COM ZE MO sSd&=2 KJSUCH I 0 8&82 RFC221758% COM XIE
cICtOl2 E{(Redirector) 2t & H A2 EZIH AHEXE 2012 Al2lg ZE HE2H0E Z2OYS

A28 Pro Series Al2IY ZE O B2 HOHE 2= ASLICL

e |nit string
Pro Serires® MEE0IU XS HEF2S°9 2 XNS2Z2 Modem Emulation 2E2 S&ES

= —/
AN [ 23#e AT BEHE XFZ6t
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Host mode configuration : /zerial/+1/hostmode/

Enable/Disable this port |Enahble |
Port tle Part#l
Host mode configuration
Host made iMDdBI‘ﬂ emulatian_\;g
OTR option | Always HIGH ¥
DSR behaviar [None v

Phone nurnber to host address mapping table

CONMECT string in non-verbose modefATY0) |I |

COMMECT string in verbose mode(ATW1) [CONMECT |
Respond to AT&CH with “EFIFIOFI v_l .
Respond to AT&MN with ERROR |

Fespond to AT&Zn with IWC_]

Cormrmand echo delay (ms) |D —

Default. command echa IEn_abIe—vl

Default data mode |F|EE '_FC_F'_—;

Init string I —

Cryptography confiquration
Serial port pararmeters
Part logging configuration
Part event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]

18 4-8 245 P& FHEEY (ZE 0&Ed0l8 2=

424 33 SAE ELF

22 S AE 2ZH L X (Remote Host Configuration)0lgt Pro Series® Al2ld ZEZ2H OI0IH
HE0l AS M Pro Series@| A2l ZEZ2H HIO0IEHE SAE SAEQ S55 LELIC
TCP 2E0IA, Pro SeriesIt 1Xt A SAEN E=0HK REY HE HHIGHH Alelg ZEZ2H
HIOIHE =4E 2X 23 SAESE ¥ =& USLICL DLt 1 A SAEZ HAO
OI2U&ICHH, Pro Series= 1X 223 SAE=ZQO AHAQ AIHE MIKl= 2X A SAEZ
IOIHE BUWX Z&LICh D2l 1X /A SAEZ HF3E £ JAse =Xes 2U 402
MIgtel o AsUC

UDP Z2E0iME, UDPIE HZ 2 JIBte g Gtl= Z2&20| OtLIDl W&o, 2Xt 283 SAEE
KI2otAl L& LICH 2rer SHAGH)| I8t A SAEI ZRoUY¥, 859 1 SAE=Z

Pro SeriesOl A AtE Jts8t &2 SAES XU A= 42 MetEUt. J& 4-92 & ALSX
CIHHIOIANAM & SAE SFFEHES 20SLICHL (TCP 2E)

SAE IP HEUAN= R=8 0 W& (Domain Name)E XI&EE =% USLICH
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Pro Series=

Bemote host: /seral/+1/hostrioderemotehostf

Kl & gL Ch.

58

Enable/Disable this port [E_n_aEle w

Part title |Port #1 |

Host mode configuration

Host rnde | TCP vl

Part number ¢1024-85535, 0 far anly outgoing connections) {7001 |

User authentication m

Telnet support m‘

Max, allowed connection (1-8) g |

Cyclic connection (sec, 0 disable) !D |

Inactivity tirneout (sec, 0 unlimited) i_l (N} |

Socket D {for outgoing connection? | |

TCP Magle algarithm Enable,/Disable [Disable |

DTR option | Always HIGH w

Allawe incomming connection | Blways v

When D5R goes low |-E|D nothing vl

When DSR goes high |-E|D nothing v |

Remote host

Mo, Host address Host port nurmber Backup host address Backup port

' [laz168.100.1 (7001 (192 168.100.1 (7002 [ REMOVE |
2 [1921681002 || 7001 [192.168.100.2 | 7002 [ REMOVE |
3 [remate. domain.com || 6001 [remote.domain.com | /6002 |[ REMOVE |
MEW|192.168.100.3 (7001 [192.168.100.3 | 7002 | (4DD]
Cryptography configuration

Modern configuration

Setial port parameters

Port logging configuration

Fort event handling configuration

Copy port configuration
[Saue ] [ Save & Apply ] [ Cancel ]

I8 49 HZ SAE B3 8T
425 253 83
24 H=2d0l8 REUDP 25 OtE)E EZgst TCP 2E0ME 253t

x
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Cryptography configuration : /serial/+1/hostmaode/ssl/

Enable/Disable this port EEnabIe w
Port fitle Port#l
Host mode configuration
Host made | TCP v
Port nurmber (1024-65535, 0 for only outgoing connections) |?DDI o
User authenficatian |mﬂ
Telnet support |Disab|e vl
Maz, allowed connection (1-8) |8
Cyclic connection (sec, 0 disable) |D
Inactivity timeout (sec. 0 unlimited) |IDD

Socket |0 (for outgoing connection) |

TCP Nagle algorithm Enable/Disable |Disable |

DTR option I_;é.lways H_IGH vi
&llow incomming connection I_Always v%

When DSR goes low I_DD nothing v_|”

When DSF goes high |Do nathing vi

Fermote host

Cryptography configuration

Encryption method !-None :I

Moderm configuration w
iSSLvS

Serial port parameters !LFICLI |

Part logging configuration
Part event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]

& 4-10 &=3 £F

4.2.5.1. Secure Sockets Layer(SSL) &&3t I8

Cryptography configuration2 SSL enable & enable ot Pro Series@ oi& Al
gsateE NENA SSLv3 253t JIHE K&ote UE HXSH S4E = US
SSL=2 Netscapelil 2loiAl ZSctOIPES} MB 20l AFSotIl IohA IJHEEJASLICH SSL
diOl0(layen= 2= 25 ZZ2ES20 A0 JAD HTTPY 22 2208 Z2ES0A
s 2 JUSLICHL ssLe ordyd, e =5, Ol U2 & Z2EE229 MNEltsss
SH=2 ot USULCL ssLe UESIAN Z2™AM Selcts HE2H01&E0 CIoIE E£Eets
2 OE23oE ZZEZW TCP/IP ALOIO U= &S ol 2ot Z=2

SSL M&ZS AEGHHH MBiet 2201 E A0l SSL S =401 3 (Handshake)et) =2l
A w20l ERELICL sSL Z2&E=Z2 ZZF Jl(public-key)2t THE  Jl(symmetric key)

2539 X2 ASELICL & 9|(symmetric key) 253t 35 IJl(public-key) 23532t

59



wollAM EM& HWSLICH oftXgt 85 I & =
EH0IZ= AL B8 JIE AMSoHA XelS S2A0IHEMNAM Sot) A2 2ct
g OsS HEWA AISE HE 233, 25 i=s el 2l

t= AE Gl&Eol SLICHL 2EE HEHOIZS &M AtgE Us 20l

M A S of
U LICH
1. Z2H0IMED} MU0l 220/ EC SSL A M5, AFOIT(cipher) X, 2X92 Ma=
GIOIE, 21D MUIJt SSL 2 AFESts Z210I01EQ SAsts Ol ZRst s F2s
SULICH
2. MHIJI 2210/HE0 Mo SSL HA 5, AO|IH(cipher) &, 292 MAE [0

£ I SLICL
3. ScH0IHEE=E NHE 2S5t FoiM MBI EY 22 ZE2E 0IESLICH HE AHIt
oIEE =+ U0HE AMSXUA 2HES Zodi=10 2SstED ASE HZB0l 250 &
= Qb= e ZEUL MHI 83H2=2 QIEEH Ze0IHEE US HHE A

4. Z2c0IHE= S MMAl &K

In
o

HAOIF0NAM MEE 2= OOIHE MEWNM oY MES <ldH

N premaster secretE SIS 0l2dE MHE S II(EAH 204 2HE AHEl IS A0
N ZHENE AMEBdlA 2Satoti 0l 2S3tE premaster secret2 MHZ SELICH Of M
ol AHEE ALOIHH(chipher)Oil [tetAd Zet0IHES MHIL &S &~ JUSLICH SSL = b
2 0 “BR=E" 0tAH Ao MM 200 M2t ZetELc

5. MHJIt Sci0IHE 215 R+cte FREIEANOAS 58 HAHNME e Z20IHE
Jb O HEAOIZME A S2U0IHERF A 2 telgrLICt. Ol

ol &

t
20 Scl0IHAE= AMRIE OI0IEH2 Se0IHES AISHME 2S3tE premaster secret

W
kK
=

ot

2 =
2 = g2l 1 NeE2 S=ELIC 2ct0lgE

e
Ol
o
O O
4
ol
rr
(O
10
%
on
x
&
rr
1
o
=)
e
im
i
e
2
0

J

i
[(private key)E Al20oil A premaster secrets

J
IOIHE L5t 22 premaster secretOllA AlZoH A A SisHs)

0x

ol
=

> Jn o oy
9'j
J

ol (2 E2 sl
M BtAE! A3 (master secret)S A& &HLICEH

7. Z2C0IHER M= 0l OtAE AMIHES AIEdHA SSL AlE Sotol natE §28 235
HAS oiscte ol AH=ZE= tHE J1el A& Jl(session key)E MAELICH Est Set
OIHES M= Ol OtAH Al E AMEdHA SSL HEBE Soll S48 AIS0 B&

E HIolH2 fZ4d(integrity)2 2 S &LICH

8. Sci0IHEE S20IHEZRHS HAIX= 222 0l MA@ JIE AMEHAM =3 & A
Olctl A= HAXE AHZ 2YUCH £8 Scl0IHEE HEH 0TS Set0IHE
FE22 SHUUs RE == SEE = HAIKNE LT



9. Nz MHZRH2 HAIX= 222 0l M&E IIE AEHN Esst E A
= HAIXNE AHE 2YLICH £8 AHesE EHOITS A FEE2 S
dAxz= SEHE g5 HAIKNE SYLICH

10. SSL HEHOIZ0 2= E AL OIK SSL AlE0l AIHEJASLICH 22H0IHELL M= 0l
N& J1E MENM MZ2H0 S48t OI0IHE 2 =3stotl) ¥ of=otiH 0 GI0IE 2

roh

Client Server
Client Hello
#
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
Text P ServerHelloDone
Certificate
ClientkeyExchange
Certificate Verify
ChangeCiperSpec ChangeCiperSpec
v Handshake
Finished
Cipher I
Application Dat < > Application Data
Text pplication Data < pp

0|

g 4-11 2BIE QI SSL HEH0/T ZZ A4

Pro Series= TCP Z2E &fEH0l et SSL A E£= Zc0IHEZMN Hsg = UsLICH SSL
tol TCP HZ0| 2 SAENAM X AIXECHH, Pro Series= SSL SHE4013 SO0l SSL
NHEMW Z=SELICH BtilE, SSL el TCP A0l Pro Series? Al2lg ZEWA X
AMEECHH Pro Series= SSL SHEHI0|2 S0 SSL S0IHEZMN HSEHLICH

o ZC2l0|HE ©9IF (Client Authentication by certificate) (HH Z2&£ &)

MEXIt ECI0/9E 2/Z SE0 “Enable’0lct]) o™, Pro Series= SSL HEHOIZ Z2AA

:
(A 2)= Z220|HEZS OCSMHME QIPELILL BHZ AMEXIL Z2l0/9E ZZ SHO
“Disable”0let1) 3t™, Pro Series= SSL SHEHIO|2 ZZ2AHIA (EH 2)5 SclOIHEZS UENE
S7GHA E&LICH

Ol
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42511 QBN ¥=E (Upload certificate)

Upload Certificate : /serial/=1 fhostmodesssl/sslvIoanf

Cemflcate file wew

B

Sarial Number (Ox]) |
Signature Algorithm: mddWithBs4Encrvetion
lssuer: C=KR, ST=Secul, 0=Sena Techrnologies, Inc.
Validity
Mot Before! Maw 13 09:46:54 2003 GMT
Mot After @ Maw 13 09:46:54 2013 GMT
Subject: C=KR, 5T=Seoul, U=Sena Technologies, |nc.. CN=Hel|oDevice

Subject Public Key Info!
Public Key Algorithm: rsaEncryvetion

REA Puklic Kew: (1024 kit e
Upload Cerificate file ;
[ Upload file || Cancel |
Key file
Upload key file [ Browse... |

[ Upload file ][ Cancel ]

Ca cemflcate f||e wew

(M1 | Dk zCC&nugdw | Bhg | BADANBgkahk | GBWOBACCFADA/ MOswCOYDYOOGEW] LU ED
MAwGATLECEMFLIZ Vel | DAeBoNYBACTF 1N | brEaYGY | 2G5 vhGanal=zL CB. b
MEADTAzMOUxMz 820z | N | oRDTEZMOUxMDAIMZ | 5N | owPzELMak GATLEBRMCST 13
D AMBaMYBAaTBYN | b3YsMSAwHa YDYOOKExdTZWah IFR 1 Y2hubZxvZ2 | | cywasWa |

[ LvaSbR1 sA3houEawiaXuMLVELK IHSOBraT+dYHAEBE ImfodIkmla ¥ | Gdmh(+e
[t IVRSaY 070/ +wNw03 1 sVLFS+FSRrHon3snGxCewy 2CvwdUdeBu 3 twh3bk (DM
151 jtwY i+oPZtugsagdWodFk 7 Jhf 7 oD dbSW+YYEPLANL EoR/ 9L [ FytHRohwCOt
[patddFaivsalepkEwed050CPMAWIFRAT vk LOG | aw | 0109 JsaFkff [ Xnakcxdy0
ECmOf]ZTBFFQ]bDMTEGQrJkwMJJN01hDRCtPHEVEIthDbWIKSDdAmeﬁsaHDEB!K ¥

Upload C4& cedificate file |

[ Upload file || Cancel |

18 4-12 Q2ISAH ZZ2E

Certificate(2! & M), Certificate Authority certificate(CA 2! S Al), Private key(OHRIINIILE SZ2E
F=UAS LT

Pro seriestl M= PEMEA!Q| QIS ACH AIS

o

]

= UASUILCH
4252 RC4 2353 J1Y

RC4 25 Z2E0AM Pro Series= AMEX & I 2 AMEBNHM RE TCP AEE(stream)2

2dSseltl]) osELt. 2s3 JY RC4Z &&35IH PC4 2353 HNESCZ OE Pro
Series& X2t S4&l & %= USLICH
SSL 2 RC4 £ 0|28t OMl Z2030| 2R AR 2A Il X220l 29 6FAID| dHHELICH.
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Cryptography configuration : /seral/+=1/hostmode/ssl/

Enable/Disable this port |Enable v|
Port title :F'Dr‘t #1

Host mode configuration
Host mode | TCP w |
Port nurnber (1024-65535, 0 for only outgoing connections) |?E|E|1

Ugzer authentication |ml
Telnet support |m;l
Max, allowed connection (1-8) |8 |
Cyclic connection (sec, 0 disable) |E| |
Inactivity timeout (sec. D @ unlirmited) iTDD |

Socket ID (for outgoing connection) | |

TCP Magle algorithm Enable/Disable [Disable |

DTR option I_Nways I-WGH v|
Allow incomming connection I_Nways v}

When DSR goes low | Do nothing | .

‘When DSR goes high | Do nathing vi

Rernote host
Cryptography configuration
Encryption method !_I-ZI_C_él vi

key string |

Modem configuration
Serial port parameters
Part logging configuration
Paort event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]
J& 4-13RC4 253 &£&

g

42.6. Aclg ZE DioHEH=
N2l ZEN Al2lY FXE AL5AY HY Pro Series® Al2lg EEQ OfH4+E HZE
Aelg ZX0 %H S0 SLICL ASXI 238 £ Us

= OH
Hd&E=ET(baud rate), OIOIEH BIE, MM2IEl, A5 HIE, SEMOWH Ielll 2XZHK(inter-character)

Et 0tz S&LICH

e UART type

Pro Series?t oY Alcl€ HXI= AlelE S4& 4101 XIoi0F &LICH Pro SeriesOll Al Xl & o=
Al S4l A0l RS232 25, RS422(RS485 Full) 2= % RS485 Half 2= MIJHXIDJE US
LICt PS110/41028] &< Alclg S4 gA2 AM2EEE F0l U= EA2FX(DIP switch)yE SolA
& 4-140 20| HEEY == USLICH PS8102 2R Alelg S&l sal2 Jg 4171t 20l
248 HwE Sot HEY = AsLICH
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9|y

i;

75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 19200, 38400,

Tl £8& Jl=&dt2 9600 LICE.

e [OIH HIE(Data bits)

CIOIE HIE= 7bits £= 8hits2 LICH =J| &F&

O

e Il2|El(Parity)

IH2lEl= none, even =

o

A& HIE(Stop bits)

AS HIE= 1bit £= 2bitYLICH =D &

°
&

O

R5-232 Mode R5-422/485 Full Mode R5-485 Half Mode
18 4-14 A2/ &4 g4/ JF DIP A9 X/ &&(PS110/410)
Alclg Salo B 240 ST Tt KHAIst AFe2 25 1. 92 MEZS FT0HNAIL.
=9/

1. PS110/410 OIA Al2lE S4 4l HHOIOA ol FR0E N2 IEHEr AEHOIA
EARTIE BotsE 4Z d&aH =0 CIAl 832 ZZF6tAIJ BFELICK A& 0! 01 =
MEHOA EARXE T&ole HE 2829 2210/ & = USLICH
(E29x0t & 2 &850 Y= IR, & 4-159 20/ Ul &0/ UART type 0/ Invalid =
HAl ELICL)

2. PS8109 &R A2/ EA A2 AZEZN L£F= So6t0f HIZEL/ICL OB =
PS810°/ &R 2/ R0 A2l & 4 HIE Fat EAFXI HSLILCH
Serial port configuration : /serial/

M, Title Mode  Por Serlal-Settings

1 Port #1 TCP 001 RS_485 9600 M 81 Mone

z Port #2 TCP 002 RS_485 9600 M 81 Mone

3 Port #3 TCP 003 R5_232 9600 M 81 Mone

4 Port #4 ME 004 Invalid 9600 M 81 Mone

18 4-15 Al2lg &4 40/ &2 &8 Z0 Use IR AlcIE ZE £F 5

o NEET(Baud rate)
Pro SeriesOll Al AIES = Use d8ESZE= O30 25LICH

57600, 115200, 12/ 230400

Jle=gt2 8 bits LICH

oddLICH =D d&& J|2 22 nonel LILCH

JlZ g2 1bitYLICh.

e 3S& MO (Flow control)
ZJ| EFE JI2 22 None(SEMUHE MESHA LS)ULICE Pro Series= XON/XOFFE AtE
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L]
0
=
10
e
Uy
n
0
bal
i in
A
=
rz

un

ES e A

SoilAl OI0IE S4& S&= MOELICH o=/ S8 Mo ZAMMsE & W2 22 X
M CIOIH & = MOELICH

F9. RS232 % RS422 L0l &8 MO &4= A& ELIC RS485 2= O/lfet 72

g Mol X3 oA &=L

Al B

o)

Serial port parameters ; /serial/+1/parareter/

Enatble/Disable this port iEnabIe w

Part title |Port #1

Host rmode configuration

Sarial port parametars

UART type RS 485

Baudrate |WV_|

Data hit |B hits v|

Stop bit |1 hit v

Parity bit [Nome v

Flowcontrol |W_v|

Inter character time-out {0-10000 msec) |D |

Fart logaing configuration
Port event handling configuration

Copy port configuration

[Save ][ Save & Apply ][ Cancel ]
72/ 4-16 Serial =+ &£ Z&(PS110/PS41028/ &9

Serial port parameters ; /serial/+1/parareter/

Enatble/Disable this port iEnabIe w

Part title |Port #1

Host rmode configuration

Sarial port parametars

UART type R5.d85

Baudrate R5-435 &

Data bit =

Stop bit RS-485

Parity bit [Nome v

Flowcontrol |W_v|

Inter character time-out {0-10000 msec) |D |

Fart logaing configuration
Port event handling configuration

Copy port configuration

[Save ][ Save & Apply ][ Cancel ]
128! 4-17 Serial B £&(PS8109 &<

e =2Xi2ZH(Inter-character) EFAOIR
Ol OB = HAxE= A2l CIOIEE TCP/UDP M2I22 LIl Il AFEELICH Pro Series
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= AclZ OIOIEE 2= M, 22t EtZ0t=ze32 AlZtset g&E OoIeE JICELth 1
AIZE QHOI CIOIEIDE SHXX 2% OOt S&& A2=Z 2FF6ta, otLtel TCP/UDPIHZ! 2
o

Z FOHAN HESELULCH gtef 22Xt Ef0t=0latel AIZEXE 8101 Al2I€ GIOIE It 1024 bytesOl &
P

H=EEH 1024bytesE GHLECl 222 TCP/UDPZ M&otH ELUICH X2 B O0t20l ‘022
SZTH ProSeries= ChS GIOIEE JIC2IXAE D Jtsst ¥el HOIHE ME8 LI

ZE 22 EtZ0t=z2 AL XS 2201 E 0 Tet €8 ULICH otRIgH zlast XNEE dE55
SO 22X ot SAIZEN=E HOF UCH HE =% Alel2 EZEDJF 1200 bps, 8 OI0IH

HIE, 1 A8 HIE « IH2lEl 213(no parity)22 EFEAS HL, 6tLICl EXE E&6t=0 2
L8t &AM bite] == 10bit0l2 otLte 2XE HSot= O 228 AlIZE2 10 (bits) / 1200
(bits/s) * 1000 (ms/s) = 8.3 ms2 LICt. [etA At

OF &fLICt 8.3msOlotZ £&g2, 022 £3& A &0 AL

0R
Pn
rr
HO
|
2
m
oo
o
MO

Z Xt SeriesE otLtel IHA2EZ Bl ) StUHH Pro Seriestl HAZE Alelg EXle= &
At AtOISl 2XH2E EFY OO0l XIS AIZE0H M2 2XNE &85oi0F ot GIoIe2 &M Z0l=
Pro Serieslti® HIH 3AJI2CH AU 20t0F LICH Pro Series2 Al2lg S4 HIHS A=
256 bytes& L|Ct.

4.2.7. 28 &3

Pro Series= Alelg ZEZ9 XE 24 HA
Zold & Miols 28 &3 HOIXINA DCD

Series= SAE LI TCP 252 838 U

o TE BMH3/HIEHF
Pro Series®| Alclg¥ ZEN Z2E

SE 280l 250 U

g init-string

M&Xt= Modem init-string OHJHE=0AM 2& x| H & 0(initialization string)S Xt&lol 2 EY

U=M EFE £ USLICL Enable/Disable modem 0iJiB1£E &4 (Enabled)E &2
& Qd Rz dFZAS Mol Pro Seriess= DTR AlSIE Y2 AHHNAN =2 &

P HE

x =2

Poh
tol

P

02
0

F
FEALE Al2l® ZE ZF0 2EE ==t 28 2 WMottt 28
2 2HLICh

%
0
=
o
e on
H
Im

m

DCD S&0| =2 AEHL M2 “TCP HZ 3 E(Allow TCP connection only by HIGHY2Z &%
&, Pro Series= Alclg ZEQ DCD &tHiJ =2 MEHLMUE 232 SAEZRHS HEES

ZELICH MEXIF A2l ZEE Clo|gol 2 E 2 E(dial-in modem mode)Z20t AlE6ted & O

=2 o
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Serial port parameters
Part logging configuration
Fort event handling configuration

Copy port configuration

[Save ] [ Save & apply ] [ Cancel ]

g 4-18 28 &&

67

S8 JIsYLICH 0 A0 00 HZ& 2E0| QICtH Pro Series= TCPE HZ = 56/E06HAl
4 &LICH
AMEXD MSAZO0 X L2 AEHUHM TCPHZEZ SoiM Z2EEZ NOStLA ol 2, WE
SAtH CH0lZ OF=(dial-out) JISS MEodts %, AFEX= DCD &&= None2Z & ZFoll0F &
LICEH CiOolg Ot g2 2E0 BN Ul fdiMdeE AFEXOF 20 82 & = JA00F ot
=& LICh.
o It= Al ZE HZE
s oM 28 HZO| EnableZ2 &L H, ZE TCP HZ0| &3S WOl Pro Series= 20
HolHZBE 25 MSE SBYLICH 2BHEQ0l RE2 DSR gEMSI Y2 Atz Hes B3R
Hoddg ZEE O UASLICE Pro Series= DTR AS(2E2 LU A= DSR)E 2 AH|
Z HSAIZCZN REO| MHZES B2EF LG 0 JIs& TCPIt HZEX L2 AEHOA
O|0] S0l MSHZ AEHII LAEE XNBZEH= AES D] /oA ArEBE = JUSLICH
Modem configuration : /sedal/=1hostmode/madern/
Enable/Disable this port [Enable |
Part title [Port #1
Host mode configuration
Host mode | TCP v
Port nurnber (1024-65535, 0 for only outgoing connections) |?DEII
User authentication |Disab|e vl
Telnet support |Disab|e v_l
Max, allowed connection (1-8) |8 |
Cyclic connection (sec, 0 disable) |D |
Inactivity imeaut (sec. 0@ unlimited) [0 |
Socket ID {for outgoing connection) [ |
TCP Magle algorithm Enable/Disable [Disable +|
DTR option [ Always HIGH v
Allow incomrning connection I_;i\.lways v%
When DER goes low I_DD nothing |
When DSA goes high | Do nothing vi
Fermote host
Cryptography configuration
Maderm configuration
Enable/Disable modem [Enable vj
Modern init-string {gle0s0=2
DCD behaviar | Mane v
Autornatic release modern connection |Disab|e vi



4.2.8. ZE ZZ(Port Logging)

ArEStH AlelL

Hl

E

i

o IE Z EH3YHIEH3IEnable/disable)

BlEdstE 2L

C =

Of == ZE 229 483 &=

(i} =

& LICE

o IXE 222 NHZ&E X
ZE 27 dIOIE= Pro SeriesliE M2l <

==
S

HA

ZUWH& OOIEH= MEMORY £= NFS AMbBi0l

=) 282 [Hgd

2t (disabled)]

£ NFS AMHOl NEE = UAsULITL WF HZelE

MEIHA ZE 27 HOIHE MESte Z20 = Pro SeriesJt JH& O 0 ZE 271 OHI0IHE
A2EELC HE fAXE NFS AHZ &F6tH, Pro Series? HAIHetE ZEZ20t E&EE LI
NFS MHE ZEZ MEAXZ AMESH)| fIHM= 3.8. NFS A/ &F0WAM NFS &8s &4
3t oHOF &LICH.

e XE =7 HIHE 3FJI

Ol I += 20& ZE 27 HOIH2 zUHES ZFASLICH WS HZ22E ALZ2oiA 21 O
OlIEE MEE Mole ZE HIHS MM 3Dt 10 Kbytes2 LICH NFS MHE AMESHA 21 d
OlHHE M&E Mol ZE HH =zt IJl= HMStE Xl 2SLICH

Port logging configuration : /seral/«1/og/

Enable/Disable this port

Port title

Host mode configuration

Serial port parameters

Port logging configuration
Enable/Disable port logging
Port log storage location
Port log wiew

Port event handling configuration

Copy port configuration

Enahle
Port #1

Enable
Hakd disk (10 Khyte)

[ Save Save & &pply || Cancel

g 419 ZE 22 8%
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429 ZE o|HE #=d £F

02
o
O
ol
x
>
o

Hl
Im
Hu
re
Y
in

Pro Series= AIEXJF ZE QO|HIE sHs Alelg &XI0AM

o
HOIHE ZUHEHU dolHu EBtE2g = U=
il

r

0k ne
]
-
fu
o

=Hs H g AUz MEXE
email/SNMP & (notification) £= ZE QIHE SHed dFH2 SoiA AM2lg ZEZ E 2U
A BEE EclHEg 2 Al ZEE JI/REE FAY = UsLICH E8 0l JIs2 MEXIE A
ZE H¥XE SollM HOIHE RLIHEGHLE AFX HOIE ISt Xl DS Mo AZs &

BIS0l €8 = USUCL KHIINA EtS(reaction)2 email &5,

ABRIE ZE O/MIE #HEE JIsE 0180tdH, ZE O/ME #HEE=2 24 3l(enable)dlOF &
LICH 0ld2 =2¢ I ==01J] =0l 0l JI=0l Bl24& st (disable)=l™ oHE Pro SeriesZE
OIBIEN &8t 8 HMe Y= GHAl ALSLICH

e E ZHA(Notification interval)

Pro Series= 22 2tADICH 28 email £= SNMP EZ2 SBHLICH IS ZHE Morch
email £= SNMP EEgS BUAHEH, BHEotH EE2 emaillk SNMP E&0| ZM4e Jts H01 U
O D2, Pro Series= & 2t20 A2tS0H O|HIEZ 20tA, St LA SLICH 0 OHIHHZ22 gt
Ol HR o™ AlAE XS 20l MH ELICH AFEXDF 20 £2 = U= ItE 2 ;42 83
oHOF AIAES Xt AL2E Z A3 & = /JUSLICH

T JIYE0 HEH BtEZ oHLIQ EE HEY 2 0] WHH=+2 &2 28X FSLICL ZEZY
2 JIFYED AL E SA WY ZFEZ MESELIC

e Email & (Email notification)

Pro Series? Email €8 JIsS 43 L= H&43 ot= JIsLICH Pro Series= Email €&
2 B¢ M 0lXS SMTP M XM & SMTP MBHE AMEELICE. SMTP AHIL & &ot
H HECX LAAL HI= [UCHH Email J1s0l &HSoHA 2SLICH SMTP MY &3

g3 &
AtMe 8HE 3.4.SMTP & &

)

il

e Email XHI=(Subject of Email)
O HONH A== AN HolE IIRED Xl ZAS [ Pro SeriesOl 2ol EWHE Emailel MSS
A X BHLILCH.

o XS Email =2 (Recipient's Email address)

Of D += APE ZoE JIAEI EXEHASE I 28 HEE S N E &8
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e SNMPtrap 2 & (SNMP trap notification)

Ol OHJHEH 2== Pro Series® SNMP 22 Jlss 43 L= H&4ds gL

e SNMP E@29 R=(Subject of SNMP trap)
Ol OHHBI=== ALE HOE IIREIL EXEAS M Pro SeriesOl 2loHA ZLHE SNMP Eg 9

e SNMP E® £410|9 IP address(SNMP trap receiver’s IP address)

Of DR == ALY Zol& JI/FEIL BAl HAS I SNMP EE €8S =U4lot= SNMP E™
P

e SNMP E# HSFLIEI(SNMP trap community)
Ol Do == ME HeE IIR/EI BXN ZIAS I SNMP EE HAIXI0N Z&& HFLUE

SZ U

i

e SNMP E& H&™(SNMP trap version)
Ol == AL FHOlE IS EX ZAS [ EWHE SNMP E& S HAES ZFELICH

(@]

° [HE J|I/E (Event keyword)
ArEXte OIMIE JIYEE XIHGIH KNEE IS Al ZENAM A0l ZH e-mail, SNMP
=2 (]

trap € EUWHU oY Aleleg ZE0 Olel XI&E command

>

OIMIE J|E Z(Event keyword)

ANEXe 836K ots II/FEZ Od HOHE AIEE &= USLICH

Email & (Email notification)

AZRIE HEBIE JIREZ Email 28 AsS 43 L= HE4s € = USLICL

SNMP Eg 2Z(SNMP trap notification)

AZRIE HEIE JIYEZ SNMP EE 28 A2 843t £= Hgdst & = AsLIh
Port 2&0{(Port command)

Pro Series= AtM ZolE JIRFEI EX ZIAS M A2l ZEZ AZE FXZ2 HF BtE
£ XJELICL ASXE 0 HRHA Al2ld ZEZ BUHE 82 XNFE > USLIT
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Event keywords : /serial/+1/event/port_event_keyword/

Enable/Disable this port Enahle
Fort title Port #1
Host mode configuration

Serial port parameters

Port logging configuration

Port event handling configuration

Enable/Disable port event handling Enable
Enable/Disable E-rmail notification Enable «

Subject of E-mail Fort event natification m
Recipient's E-mail address admin@mycompany, col
Enable/Disable SNMMP notification Enable

Subject of SMMP trap FPort event natification tr:
SHMP trap receiver’s IP address 192,168,141

SMMP trap cornmmunity public

SMMP trap version Yl oW

Matification interval an

Event keywords

E-rmail SMMP trap
No. Event keyword notification notification Fort command
! keyword Disable Disahle « reaction | REMOWVE |
MWE W Disable « Disahle [ADD |

Copy port configuration

[Save || Save & Apply || Cancel |

18 4-20 ZE 0/HE =g &8

Copy port configuration : /seral/=1/copy_port_config

() Copy current port configuration to
Port 1 ClPart 2 CIPart 3 CJPart 4

) Copy current port configuration from
Port 1 CrPort 2 i Port 3 O Part 4

[Copy || Copy & &pply || Reset

8 421 ZE & FAf
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Pro Series= &Ef CIAZdl0]
SH=0H 22lE fdH AAEELICH
Pro Series® WER3A

FOIA email2 211 HIOIEHE

AEZXH= Pro Series2 & X 012, ¥
2

ESPN

23 S0l YAsLIth

3} ™ (Status Display Screen)2 SoH AIAE AEH2F
AAE AE OOIHE 22 0I5, Alelg

£ &t Pro Series= system logging J1s

E0tAl =2 MAEE
A

ANsez MEotH €828 = UsLIth
Mot A2, s = AsUt

Est A EXE & CHMOoIA, A 225 E Al ZEE2 AE06tH Pro Series
gadoleeg =& UAsLICHL
5.1. AlAE ALE)
System status : /svstem/sysstatus
Systern information
Device name : ProSeries
Serial Mo, F5410-20060624404
F/' Bew, vl 1.0
Current time @ 03/02/2005 09:43:27
Systern logging ¢ Enable
Send systern log by email Disable
IP information
IP mode : Static
IP address : 192,168, 4,41
Subnetmask : 285, 285,00
Gateway ! 192, 168,11
Receive/Transmit errors ¢ 0134
Primary DNS & 168,126,631
Secondary DMS ¢ 168, 126,63.2

18 5-1 AIAE 4E CJAE50]

52. AlA"l 2] &3

Pro Series= system logging Jls3t AIAE 27 AEH ZAl JIsS H3&LICL
logging Z2ZMIAE enable E£= disable &EHDL & R

MEote A & AIAE 270 HIH IIIE 85

e System log storage location

AA8 2 0= Pro Series LHE BI2e2l, NFS A2 X XI& £= SYSLOG AHW MEE =
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ASLICH 27 HIO0IHE M&Eat=d
SeriesJt JH& [ AHHIELIC
card, SYSLOG A H

2r2t0l IHME AtSot|

Al A El

We BIZ2SE AS
ANAE 27 CIOIEHE
L= NFS A2 &ZoHOF &LICH

f8t MtOlHES 4

ole &%, 221 OH0lE= Pro
MN& ?IXIE ATA/IDE fixed disk
0IE ==&dl)| <l AsSXs YA

OO BESl dEEX &2 B2,

2ZE5H,

ol OF &fLICH

MEXE igdEeE HHE ME a2 MAESE = ASLICH
Pro Series= Z&&D X 22 22 HAIXR Ji=Jt 0l2l XI&st X0 0lg™® Z1 HOoIHE
ANsez2 BEUEE 438 £ USLULICH AMEX=E emals2 &SE6HD| S MetOIEE BHEA
o0t &LICH O met0lE 0= email2 d&ot=0 228t 21 =, =FH Q2! email =4 S0|
ZatE = USLICH J& 5-2= AMA8 270 &8 stHES 20 SLICH

System logging : /systemy/log/

Enable/Disable system logging Enable

System log starage location Rakd disk (10 Khyte) “

Enable/Disable E-mail logging Enable

Murnber of E-rmail Logs 5

Recipient's E-mail Logs

admin@yourcompany. c|

Systern log view

| Save || || Cancel |

Save & Apply

Copyright 2005 Sena Technologies, Inc, &l rights reserved,

g 52 AlAE 27 £F 2 2]

AAE 2L|XOl LS E HAE £ USLICH (EE AIEX2 ASBALS 5.9. AIEX 22 BX)
& 5382 MARE HA sHES Z2HSLICHL S8 ASXN2 IHAKYEE HAGHAY, M
WARIEE 2¥otD, M HARKEE e = M WMAREES Q)| <o &% O M
WAREE AEGH0F ELICH O IAREE AEXIE Pro Series? A2l 2Z&, Telnet/SSH 2 £
= U ol 560K & o 7 €Lt

Change password : /systerm/changepasswd

User

Current Password | |

Mew Password | |

Confirm Password | |

78 53 WAFE H
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5.4. & Xl 0|S(Device Name) &%

Pro Series2| 2t2|E @il MHMELZ HHl 0182 €8 = UAsUIL. Jg 5

= e

S SFHYLICH AMZXIE Device name=2 HZSHH =™ Pro Series® hostname S8t HHE & LICH

Device Name : /system/device_nams/

Device Mame PS410_Device

:Save_-: Save & Apply || Cancel |

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

Jg 54 &x/ 0|18 &8

Device name &&0| 2% 2X= &6l&0l DX ESLICH. L£& Device name2 HelloDevice

Manager?t €2 22| ZZ2H0H AN HHl AEE ol AFEELICH

55. &M

NG
=
N
X
b

Pro Series= S YR & A2 &8

[

i
]

2l 8FLICH PS410/8108] Al
S0 2o =AELICH (PS1100ls WS AAHE <8 X
ANAE WA =0ls 8 €M 2 A2t &30 SXZX &

(E=

| 2 g2 UR ®X

Z=2|otAIDl HHELICH

0 W
0lo
o

£ Aot PloHM= NTP MHE AIZ2E XS HEELICL)
18 552 20| AISXte M €M £ Al2ts BHEE = UAsLICh

[

Matst UG L OA|2E

= [

Date and time : /systern/date_time/
Use NTP

Disable
Date [rmmAddAywyy] 05/25,/2005
Tirme [hhimmigs] 130842
[Save ] [ Save & Apply ] [ Cancel ]

18 55 ZHe A2t £F

S 2 A HAF0 Z& 5-6 3 20| NTP(Network Time Protocol) AHE O0IEE =& USLICH
NTP JIS2 ME0tESE &ZF5tH, Pro Series= AIAEIE THAIZE WHOCH NTPAHUA R &
A2t HEE JIHSLICH. NTP AHE 0.0.002 &35tH, Pro Series= CIZE NTP AHE

gLICE. Ol Z<=0l Pro Series= UWESIZAE SoHA HUOH HAZZAH UONOF SLICH
e H=XYG0l ek =2 H &3 AlI2ZHUTC: Universal Time Coordinated)2t2| Al2t @Al

o
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Date and time : /system/date_time/

MTP server (0,0,0,0 for Auta) |D.D.D.D |

Tirne offset from UTC (UTC + [x,x1hours) |EI.D |

[Save ] [ Save & Apply ] [ Cancel ]

J& 5-6NTP &£&

56. &8 =J|3} (Factory Reset)

ANEX= 0l H=E 0lE0ot: i Pro Series® 232 3& =0t A2 &H=z H=ESE =+
USUICH (M2l 225 E2f el ARXIE Ol26tH €82 =JIat & =& /UsLIL)

Factory reset: /system/factory

Except IP configuration O

Factory reset || Cancel |

&/ 5-7 && =73} (Factory Reset)

57. £8 &l

=

£ 222 Moz T2EEHZ B (Export) = AL, 22 HAl, FTPAH
E S0 A(mport) SN &8 22 O =

--

MEXE S0H2I|(Impor)E & M AKX =40 M "Factory default"E SEoHM HHctE =
=

=
Hd¥g =238 4 USUCL T2 580AH HF 2 oS 20HEUC. 4% HEE
2 LI (Export)3tHLE S0{27I(Import)3t21 & C+S M2t0IESS MEGHH 20k BLICH

HAEEF
o

82 2UWI|(Configuration export)
&S 3HEncrypt) : Yes == No.

=l

2 H(File name)

o HFFE =0UW22JI(Configuration import)
R Xl(Location) : SHX2I|(Import)& <IXl. Factory defaultE &E&ictH
s7g = AsUh

P

Jq Jle &3

o

HFFL HE(Configuration selection) : ™ &EF2 HHEEBE SH2II(Impor)E XIE
ZEELICHL

2S5 Encrypt) . =0 2J|(Import)& <2XIJt Factory default0l® 0Ol Z&2 FX
OI-Athl,
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URL : ®IXIJt FTPor HTTP [ el =A4E A0 FSLICH.
2Z IHA(Local path) : AXIJt 22 HAY [ 2Z HAOA ZLHII(Export)=

XE =2 sLICh

e

=2
=

Configuration management : /svstern/confiauration_manaaerment

Configuration Export

Encrypt : | Mo v

File name ! ECaniQ ;i.-{gnf.gz |

Configuration Import

Location : & Local machine O FTP or HTTP ) Factory default

Configuration selection

O select all

[ Metwork configuration ¢ [ include IP configuration )
[ Serial port configuration
O Systern Configuration

Encrypted ! |:|
URL | |

Lacal path :| |[ Browse... ]

& 58 £& &2

otd® s EXE WmELICH

—
==
J
~
m
X
o
o
=
=’
[©)

HL
-
A
™
x
©
o
™

.L
o
HT

40 MW
uin
X
to
S

3
©
o
ol
o
alo
[l
_>i
i

-

o

1. §O1EEJ|(Import)%EF
)

. =0 2J[(Import) ? Xl
EOKEDI(Import)%E mes HESLICH

.[Import] HHES Z& & LICH

(o2}
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4. EW2J|(Import) HAXIJt FTP or HTTP2HH A A ISl FAE URLON HO SLICH
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BHl0 gadlol=

A gddolE=s Alelg 25, 83 22 = & 2UHHOAE Soi IJtsELIth =4

AH0IE= Sena & AHOIE http://www.sena.com/support/downloads/0l A Ol 2& 2= USLICH

Jg 5-9= EAINW d0lE & AHHOIAE EWSLICH

Firmware upgrade : : /system/firmware_up

File Upload CEE )

[ Upload || Cancel |

Copyright 2005 Sena Technologies, Inc, All rights reserved,

18 5-9 B0l Id0/=

g2 Soil HAWE L0d0IEstdAY thse EXE USLIh
1. Z0tEJ] HES SE6tH =& BN BtolH2IE A= gLt
2. dE8E HAMS=Z JOd0lE L
3. YCI0IEE Ozl & HBAMEES HESHI| RAHM AAE0l MAIRE A LICH

BAOE SO I &3 2 L= M2 2£= ME0H)| M= TELENT/SSH L=
HOIEY Olgdlold ZT2g0| z28 dME ZT2E2S X002t SLICH BHAN gad0&
S0& o8 #ELE2 =Xt LIt

A 2SS 0180t EANWHE Jd0IE 6t floid= Gi32 EXE HELICH
1. =& BAWE LI
2. TELENT/SSH H£&= Alclg 2 ZEE AIEotW HOIE o=dolE Z2#S
HAZ LI
(Alelg 25 ZEE 0|28 22 Y6l 22 Zel2Z, Telnet £= SSHE AIE6HIIE
HAEELICH)

3. J& 51001 20l= AME EAO €c0l= HiwE d=SLITH
= 21 J&8 51101 20l XXNE z28 Z=E== AISot0 Ao
M=

5. 2d01E0F 2UH HA AMEES HE561)| Rol AIAE0l THAIZE 212 LICH
6. AN LIOHOIEE AIHGHH, Pro Series= J& 5-12Hd8 0l OAIXESE

AelLICh ZE8t Pro Series I 20 HEZ SXSHA ELICH

e
>
ol

rr
o
>
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| ogi n: root
Passwor d:
# edit conf

0

1. Network configuration
2. Serial port configuration
3. System admi ni stration

COWAND (Di spl ay HELP : hel p)>3

System admi ni stration [

Syst em st at us

Syst em | oggi ng

Devi ce Name : PS110
Date and tine
Change password

User Adm nistration
Factory reset

Fi r mnar e upgr ade

oo s N

COWAND (Di spl ay HELP : hel p)>8

1 Firnware upgrade [

Do you want to upgrade firmware? [yes/no] yes

Transfer firmvare by znodem using your terminal application.
To escape, press Cirl +X

**B0f f 000005b157

18 5-10 & £= Alc/g 2

M

= AtEset B0/ Z1c/0/1=

COMMAND (Display HELF : help)>3

_1 System administration [

1. System status g % =
2. System logging
3. Device Mame P E0:  DDownload
4. Date and time L Dimthl ——
5. Change password D Download®Ps,img [ =02 (B, |
6. User administrat| Z=EESE"
7. Factory reset Zmadem >
8. Firmware upgrade

_=UE) J[ e R

COMMAND {Display HELP : help)=8

_]1 Firmware upgrade [

Do vou want to upgrade firmware? [ves/no] ves

Transfer firmware by zmodem using your terminal application,
To escape, press Ctrl+x
7 CCCCCOO00023beble ive. »+xB000000023heb]

W0l | RS A | TRP HUM

& 5-11 72 & (HyperTerminal)£ 0/&3t Hi0/H2] Itg &
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1 Firnware upgrade [

Do you want to upgrade firmware? [yes/no] yes

Transfer firmvare by znodem using your terminal application.
To escape, press Crl +X
**B0f f 000005b157
**B0Of f 000005b157
**B0f f 000005b157
**B0f f 000005b157
Fi rmnar e upgrade failed !

Now r eboot

5-12 B30/ Zd0/1= &0 OIAIX

5.9. AE A+ &2

PS Series® 2 ZEE= AIEX ID2 HARKEE S8 ¢l

=
[==} [=}
ANAE 22 Hiwole 2 = gl dEe ZENE 21

User administration : /systern/user_auth/

User [ist

Ma, User D Part 1 Port 2 Part 3 Part 4

! :userl 1 F Fi [l
2 |userzd F Fl
3 useral
NEW O O O O [0 ]

[Save ] [ Save & Apply | [ Cancel J

g 5-13 EE AEA 22 U=

FO. JlE EFO0IN ALE 22 =E ZE MEBIMZE S5 H0 AUX ZSLICL AILE 22 XH0f

(=] LS =5 — 0 —

HEO 200t 8, AILE 22/ ID(root) E EE AEX 22 U=0A SZoH0F &L/}

TE ASRE FII8 S0l HY ABRS LS(password)E £FHI| AHME ZEASK 2
BISOIM 1S AFSXISl 1SS SUSLIC J2i8 72 514 BE ASL &5 I 22 ZE A
X 23 Mo LERSLICH ODI0IA Y AIEXS 205 ¥ B2 ol8 EES &3 #y &

1> 00

USLICH
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User list — 1 : feystem/user_auth/user_list/=1/

User 1D |user1

Password

Password(confirm)

Port 1
Port 2
Port 3
Port 4

Ooo0o0®

[Save ] [ Save & Apply ] [ Cancel ]

g 5-14 ZE A &F
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6. AIAE! SH

Pro Series & QIHHOIA= AIAE SH SHZ HM3ELICH At
HAGHH Pro Series HZ22I0l MEE SH OOIHE g =+
2L Al2lg ZE SH <= link layer, lo, eth 2+ Al2l A

J

TCP ¥ UDP S3l= TCP/IP ZE2& 22| 4019

EXt= AAE SH stEsS
s
=

LICE. WERAZ IHHOoIA

6.1. UERK 3 CIEH O0lA(Network Interfaces) Sl

HWESR3 2 HOlIA SH = Pro Series®l local loop back interface ©! lo 2 Pro Series2| J|2 U

EAD AHHOIAQ etho et D=2 UWERAZ AHMBIOIA AHES UEHSLICH

Network interfaces statistics :

Interface lo ethl

FReceive Bytes 0 B0386
Packets 0 583
Errars 0 0
Drop 0 1]
FIFQ 0 o
Frame 0 0
Compressed ] i]
Multicast 0 0

Transmit Bytes ] GR0Z2A
Packets 0 102
Errars 0 e
Drop 0 I
FIFO I o
Collisions 0 0
Carrier 0 1
Compressed ] i]

g 6-1 WERZF CIHHOIA SH
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6.2. Alcl€ ZE S

=
U

1€ LE SHE 32912 AlclZ ZES| ME S, Baud rate €& 2 2} ZESQ & HHE U

EFHLICH ( @ :On @ :Off)

Serial ports statistics

Part Baud Fiate Tx FRx RS CTS DTR DSR CD
i 900 0 0 Qo ? Q ? ?
2 9600 0 0 Q Y Q Y Y
3 900 0 0 Qo ? Q ? ?
4 9600 0 0 Q Y Q o @

18 6-2 Alclg EZE &t

e Forwarding :

IP forwarding0Ol enable == disable &EH2IXl

e DefaultTTL :
JI2 TTL(Time To Live)

InReceives :

[ J
=4I Holgag =+

e InHdrErrors :
ol @FIt ULt =41E HOIH &S (ERE MAE(checksum), Al 2= HE YW, JIE
ZO 0, TTL =3 )

InAddrErrors :

T4 F0F JACLD =4 QoI =

e ForwDatagrams :

Forwarding = OIOIH&2 =

82



e InUnknownProtos :
(0]

IS 2D = NN Y2 TREZ0D| B2 PALANS 4B ME GlOIE
RETSIeS

e InDiscard :
DZ2EZ2 M9 ¥ ZHMe ¢

IP GIOIE D&el £

r
-
&2
<]
>
=
40
>
m

(g€ =0, HH

0B
S
10
M
10
10
o
°
Ju

alil

e InDelivers :
NMEE 4 OIS =

e OutRequests:

MESIEE QAE = U0 =~ Forwarding & OIOIE 139 == H2E.

OutDiscards :

[ J
SAlE £ HOIHIO™S = HHEES 2FSY 20 SHIZ =50l Y =HUX

7 & t g 2H=
gle ol agel =g 20, 0l == Forwarding = Oolegez 2t =HAX L 012 &2
ool RAI JIE Zot= OOIEH8e =8 X8,

e OutNoRoutes :
destination IP =240 &&6H)| fst 20 LADAX 22 OIS = 0led OO
HIl HEE.

e ReasmTimeout :
CIOIE 8 22 =6t =, LM Xl GO0 Q8 =0l = =aolotdl= dls Al2t. ™2IF of

Ol SRGHX %S F2, HOIHIZS HIl HE2E,

e ReasmReqds:
M0 28t oI =

® ReasmOKs:
g38oz THME OolgOel =

e ReasmkFails :
MaE =~ = oIS =

e FragOKs:

H4BEHOZ fragmentation = HIOIE{ Q&2 %=
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e FragFails :
IP olC10l no fragmentation0l HAITIAJ| 20l fragmentaion0] Z L5HXI2H & £

gol &= Ol48t HoIHOgE HIl M.

©

= OIoIe

e FragCreates :
A

MAHE fragment ==

IP statistics:

Forwarding 2
DefaultTTL B
InReceives 222
InHdrErrars
In&ddrErrors
ForwDatagrams

InUnknownProtos

e Y e Y e [ s [ s

InDiscard

r2
[EE]

InDelivers

r2
=
o

OutRequests
QutDiscards
CQuttoRoutes
ReasmTimeout
ReasmAeqds
ReasmOKs
FeasmFails
FragQkKs
FragFails

a2 oo o o o o o o O

FragCreates

g 6-3IP &4

6.4. ICMP S

letOlElel Fol ¥ HY

=

ICMP S 3tHES ICMP ZZ2E22 ME SH E2E MSELICHL &

2 s €sLith

InMsgs, OutMsgs :

[ J
=0 e IEE WA =

(S —

rr

InErrors, OutErrors :

[ J
=0 e IEE WA =
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e InDestUnreachs, OutDestUnreachs :
= = JEEH 520 SEoHK 28t HAIX2 = s&8X0 TEatkl =8 HAIXI= dolE
0| o=t S2HX0 SEotAl = ot =2t HAIKE Y BAEEHZ 2UHE

e InTimeExcds, OutTimeExcds :

time-to-live(TTL)E =utot= =4 L= M EE HAIXI2 == time-to-live(TTL)2 220 2 4=
BH =5 su3I 20 HdXes =2t time-to-live(TTL)S =08t HAIXIE HAIXSE BH 2HE

HZ 2UHA.

e InParmProbs, OutParmProbs :
s = JEE HAIXN = OO @FI0F ZAst HAIRIL =, 2tREU SAEDF HO0IHO
Ol IPGIEH E20HAM 2FJF A= =2

e InSrcQuenchs, OutSrcQuenchs

=M L= dEE AA Quench HIAIXIS £, &~A Quench RAE2 M2 S HIEES =2 22
RAGH)| flof SLHE

e InRedirects, OutRedirects :

=8 £ = MEE = Redirection HIAIXIS = H £2 Z2JF ZAEH 0 HAIKI= HAIKE M

e NEchoReps, OutEchoReps :

&4 T 4AE echo SEO| =

InTimestamps, OutTimestamps :

[ ]
b E= MEE time-stamp LA =

InTimestampReps, OutTimestampReps :

[ ]
b E= MEE time-stamp SE2 =

— (Sl R

InAddrMasks, OutAddrMasks :

= ®Ms® F4 01239 %

e

Al

(I

kA

rl

InAddrMaskReps, OutAddrMaskReps :

= MzE x4 01A3 299 %

[u

[ J
Al

(I

kA

rl
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ICMP statistics

Inkdsgs

InErrars
InDestUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InFedirects
InEchas
InEchoReps
InTimestamps
InTirmestarmpReps
InAddrMasks
InAddrMaskReps
Quttsgs
DutErrors
DutDestlUnreachs
DutTimeExcds
OutParmProbs
DutzreQuenchs
DutRedirects
DutEchos
QutEchoReps
OutTimestamps
OutTimestampReps
DutdddrMasks
OutéddrdaskReps

o o o o o o o oo o o o o o oo o o oo o oo oo o0 o O

& 6-4ICMP &7

6.5. TCP S|

_|
9]
T
OH
X
o
|'D
ro
_|
9]
T
I=
HU
Hm
My
10
=
0io
O
=
0
HT
i
é
g
o9
°
o
-
El

[20IES] Fol o e

e RtoAlgorithm :

>
OF
ne
J
o
o
o
Q
0lo
10
g
Of
[e]]
[
il
U
o

AME& =92l retransmission time-out (RTO) 2 112l&. M
0: CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 £ B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
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e RtoMin :

Zl A RTO &t (ms).

e RtoMax :
Z/h RTO &t (ms)

e MaxConn:
O A2 A& =

e ActiveOpens :

— A
SssHel A& £,

w4

or
0K
1
e
re
I
ro
y
o
=
Q
m
lo
N

PassiveOpens :

[ ]
ASHOl KO £ LSHOl HLS NHO 2.

w4

e AttemptFails :
A

AIfet HZ AIZ0l THEt =

e [EstabResets :

WEZO2 MuE ezl &

e CurrEstab :

sl dg= g8 =

[ ]
M EE segment &=, M&EESE segment= Z&E X &

e RetransSegs :

MHESE MOAHE =

e RetransSegs:

MESE NOBME 5 272 ==

e OutRsts :

Reset Z2i 10t 4FE0f M&E MIMES %
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6.

[ J
A
e

TCP statistics:

RtoAlgorithrn 1
Rtokdin 200
Rtokdax 120000
MaxConn -1
ActiveOpens ]
PassiveOpens a0
AttermnptFails 0
EstabResets 3
CurrEstab 1
InSegs 194
OutSegs 273
Fetrans5egs 0
InErrs 0
DutRsts 0
72 6-5TCP S
6. UDP SH

InDatagrams :
AlE OIS 2=

NoPorts :

ANEE ZEIJL Rsotkl 0 HII Mee =4 HoIeHIdge =

[ J
A
e

Tl

InErrors :
AE 22 Mo =

OutDatagrams :

SE Oolgage =

UDP statistics

InDatagrams
MoPorts
InErrors

OutDatagrams

[ R s Y e [ s |

&g 6-6 UDP &7
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7.CLI 2t A

71. A&

root AFSXt= AMAE 22L& £ = Telnet/SSH |2 &2 Sdll Pro Series® Linux 2 HWMEC)
ol OIE HIOIA(CL) & USLICH CLI OIA 2SE AMESXesE EZE Linux 282 So6t0
oz

Pro Series AEHE 2tAlolD, &S HEGID BHA ASS 28 2= USLICL

e
I

J2

7.2. 2ciAl 74

Pro Series WS SciAl= Oteiel HEoF 201 &S UL AR /var CSHE2l &0 U=
ool 828 = ASLO. MREs = 0l Yo &H&dl E26t= A2 Pro Seriestl Z&=
LICH defut, 2H AFS A MY S0 822 ot saveconf HEE AH&HEOH, &4

EAl HR2 g99o2 HEZH, WEEsH ol WEol & A E LI
ctMd, SE0tA ZH HHGHH Pro SeriesIt SHIE2NH S&0HA S = UASLICH E 49 F=2,

Pro SeriesJ)t & &otAl 22 =& USLILCH

Block Type Mount point Size (KB)

MtdblockO Bios None 128

Mtdblockl Kernel & ROM file system / 1024

Mtdblock2 CRAMFS (Read only) /mtd 2880

Mtdblock3 EXT2 (R/W) /enf (normally 64
unmounted)

Total 4096

7.3. XI¥ 5= Linux | € 2lE|

7.3.1. Shell & Shell Utilities:

cat, echo, nore, pwd

7.3.2. File & Disk Utils:
Is, cp, mv/, rm nkdir, rndir, touch, gunzip, gzip, tar, df, du, vi, e2fsck,

mount, unount

7.3.3. AIAEN RELIE:

date, free, hostnane, kill, killall, ps, reboot
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7.34. UERZA RECIE:
ifconfig, iptables, route, ping

7.4. CLI &=0lb)|

Aelg 2s:
1) PC2 Al2lg ZESQ2 Pro Series? 2& ZEE AZELICH
2) PCZ HOIE O=Sdiol@ T2 s A-dg LIt
3) PCY Alclg ZEE S &0 €& &LICH 9600-8-N-1 No flow control
4) <enter>2 SELICHL
5) Pro Seriesroot H&E2=2 ZQI8LICH
Telnet 2=
1) telnet Pro_Series_ip_address
SSH 2 £
1) ssh -2 Pro_Series_ip_address

=9 Pro A/2/Z& SSH v2 protocol B+ X/& &tLILCL.
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=
S ] o

—

A 1.1 Ethernet Pinouts

Pro Series= AT&T 258 HZE2 &8t HYUEHC HZE Ethernet HEYHE AZELICH
o 9 MM MAES B SLICHL
1 8
J2 A-1 RJ45 FHEEH o E Hi X/
X A-1 Ethernet& RJ45 FHHY/E9 & g&f
B EE Ny
1 Tx+ e Bl A
2 Tx F
3 Rx+ =M S M
4 NC Bl
5 NC HA Bl A
6 Rx- =M
7 NC 2 S
8 NC 2
Al2 2 ¢ Al2lg€ ZE Pinouts
PS110/410/8102 &£ 2 Al2l€ ZE & DB9 HUHE AMSELILH Al2lE ZES
o Wl A2 I A20 QLU0 USLICH 2 Zijls Al2lg S8 430 O Jls

1 23 45

00000
[N eNe)e]

6 7 8 9
12 A-2DB-9 FHYEHS E HiX|

H A2 2= 2 Ac/Z ZEE RIS JFi9H H g

Pin RS232 RS422 RS485
(console and (serial ports only) | (serial ports only)
serial ports)

1 DCD TX+ Tx+
2 Rx RX+ RX+
3 TX RTS+ -
4 DTR CTS+ -
5 GND GND GND
6 DSR TX- TX-
7 RTS RTS- -
8 CTS RX- RX-
9 - CTS- -
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Aelg S& galz2 Alelgd ZE Fol A= € A/AX(DIP switchyE 0IZ6HK
USLICL(PS110 & PS410 OB cHEE) Alelg sS4 gAalg HEoted™ Otef et
ARIXI(DIP switch) & AXIE HZotH FLICH &, g ARIXS AXNE HIY M
MRS XHE AEHUA BHBESHAIDl BHELICH
il ]y i
1 2 3 1 2 3 1 2 3
F5-232 Mode F5-422/485 Full Mode F5-485 Half Mode
78 A-3 Serial communication type and DIP switch configuration
Al13 0|4 EHE
HelloDevice Remote Host

)

g A4 IZ2ARH 0ILH FHOIEE AE

Ol

FOIGY BE o1

[

HelloDevice Hub
Tx+(1) Tx+(1)
Tx-(2) Tx-(2)
Rx+(3) Rx+(3)
Rx-(6) Rx-(6)

Remote Host
Tx+(1) Tx+(1)
Tx-(2) Tx-(2)
Rx+(3) Rx+(3)
Rx-(6) Rx-(6)

J&8 A5 AEHO0IE 0/ HOIEE AFESH 0/HS HZ

92
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Al4 ANclg HidE

A14.1RS232 Al2lg HHd&

HelloDevice

TX(3)
Rx(2)
RTS(7)
CTS(8)
DTR(4)
DSR(6)

GND(5)

Serial Device

A

A

A

> Rx
Tx
pit— CTS
RTS
»— DSR
DTR
Pr— GND

A

RS232

A 1.4.2 RS422/485 Alc|€ HHE &

g A-6RS232 Al2/E &=

RS485(Half)

Device

N=max 31

*Data- *Diata-
* $
P$11m4_1m31u 1200 190 8
Series
“Data+ *Data+
Data- Data+ Data- Data+
Device, " Device ;4

* Data+= HOIE EHASZE THH 112 RE+20] M2 FECH ¢l= AEHE 2|0|Et
* Data-= HOIZE EHLSE TH-(6) 2 Rx-(8)0H MZE A2 2= AEHE 2|0|E

&g A-7RS485 A/2/E Hi&Z(PS110/PS4108)
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TH(6) RS422/485(FULL) -
4 4
? 120 0 120 &
L 4 L .
PS110/410/810 TH+(1) Fx+ Device H
series Rx-(8) Tx | N=max31
: 4 : 4
120 & 120 G
R+ T+
Fu- Rx+ T Tx+ Fr- Fx+ Tw- Tx+
Device, mas Device ;4
EfOF £E2 &R Tx @2 S (Termination) N &S M2tg £~ USLICH
J& A-8RS422 Al2Ig A E
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S 2 2 Pro Series &4 0

A 2.1 portl.conf

/serial /*1/ par anet er / baudr at e=9600

/serial /*1/ paranet er/ dat abi t =0

/serial/*1/ paraneter/stopbit=0

/serial/*1/ paraneter/parity=0

/serial/*1/ paranmeter/fl owcontrol =0
/serial/*1/ paraneter/interchar_to=0
/serial/*1/ paraneter/dtr_opti on=0
/serial/*1/ paraneter/dsr_opti on=0
/serial/*1/ modem nodem i nit_string=gle0s0=2
/serial/*1/ nodem nodem dcd_opti on=0

/serial /*1/ nodenml modem aut o_di sconnect i on_enabl e=0
/serial /*1/ nodenm nodem enabl e=0
/serial/*1/event/event _email _enabl e=0
/serial/*1/ event/ event _snnp_enabl e=0
/serial /*1/ event/event _notification_interval =30
/serial/*1/ event/event _enabl e=0

/serial /*1/ host node/ accept _unli sted=1
/serial/*1/ host node/ send_unl i st ed=1
/serial /*1/ enabl e=1

/serial/*1/title=Port #1
/serial /*1/ host node/ node=0

[ serial /*1/ host node/ port =7001

/ serial /*1/ host node/ user aut h=0

/serial /*1/ host node/t el net =0

/serial /*1/ host node/ max_connecti on=8
/serial/*1/ host node/ cyclic_tine=0

/serial /*1/ host node/ i nacti ve_ti me=0

A 2.2 filter.conf

I network/filter/specification/tel net=1
/network/filter/specification/ssh=1

I network/filter/specification/http=1

/I network/filter/specification/https=1
/I network/filter/specification/portil=1
/I network/filter/specification/port2=1
/I network/filter/specification/port3=1
I network/filter/specification/port4=1

A 2.3 snmp.conf

/ net wor k/ snnp/ syscont act =admi ni strat or

/ net wor k/ snnp/ sysname=Pr oSeri es

/ net wor k/ snnp/ sysl ocati on=ny | ocati on

/ net wor k/ snnp/ sysser vi ce=7

/ net wor k/ snnp/ power ont r apenabl e=0

/ net wor k/ snnp/ aut ht r apenabl e=1

/ net wor k/ snnp/ | i nkupt r apenabl e=0

/ net wor k/ snnp/ | ogi nt r apenabl e=0

/ net wor k/ snnp/ nns/ *1=0. 0. 0. 0 public O
/ net wor k/ snnp/ nns/ *2=0. 0. 0. 0 public O
/ net wor k/ snnp/ nns/ *3=0. 0. 0. 0 public O
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IE HS = O3S 22 30K geiE & 2Hd& ZEWell Known Port), SE& I E(registered
port), SZ&(Dynamic) F= AlE ZEE(private port)] L= %= USLICH & LHE ZEE=
0~1023H Al OI0H, 0101 SE]E ZE= 10242H 491510tK12 ZEALICL. & L A4
LZE= 491522 F 655357HK12] EZELIC
& A& EZEE= IANAJE KIEE A2 M, HREES AMAEUHAE AIAE ZZ2MAL SE0
GO AMEXDL A ast T2 M0 2oiMEt A EE &= JUSLICH E A3= & il ZLE B
=9 d2E 2UHSLICH KAE LHE2 IANA BA0IEE 2 E6HAID] HHELIC
http://www.iana.org/assignments/port-numbers
H A3 & 2N HE HS
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP

22 SSH (Secure SHell) TCP

23 Telnet TCP

25 SMTP (Simple Mail Transfer Protocol) TCP

37 Time TCP, UDP

39 RLP (Resource Location Protocol) UbP

49 TACACS, TACACS+ UDP

53 DNS ubP

67 BOOTP server UbDP

68 BOOTP client UDP

69 TFTP ubP

70 Gopher TCP

79 Finger TCP

80 HTTP TCP

110 POP3 TCP

119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP ubP
443 HTTPS TCP
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4. Bios 0=

A4l IR

+9: Ps110
ZLICH

A4.2 0 Ol

Bios Ol =220

EENC =

9/ Z <L Data/Console

S0,

OHLH A

H2=Z TFTPE AE3tM Pro Series

& X1l

0
K
Ol

ANETe TS

tE

SRA0I
AsLIT 0Ol
A AIAE

20l HOIXIE

e
=r=p

=

E

=3
-

Oil 5=
HAE

ALIZ/J} Console S/X/0] YUE

S0t AAE StER/INE
OILHOI AtEXFIH <ESC>
T2 )HOZRH, AIEX=
g dl0IEE

3=

2 firmware

Ho

Z20/5+ Bios U=t EAl

Sel ect nenu
1. RTC Configuration

2. Hardware test
3 Fi r mnar e

4, Exit and

5. Exit and reboot
<ESC> Back,

----- >

& A-9 Bios 0ile!

A43RTC &3 0l

RTC &% =2
(PS110 2 A0l R

upgrade [ S/ W Version :

boot from fl ash

<ENTER> Refresh
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Sel ect Menu
1. Data(nm dd/yy) 05/ 19/ 05
2. Tinme(hh: mm ss) 15: 02: 28

<ESC> Back,

Enter Current Data(nm dd/yy) 05/ 20/ 05
Press the ENTER key to continue!!

<ENTER> Refresh

Sel ect Menu

1. Data(nm dd/yy)
2. Tine(hh: nm ss)

05/ 20/ 05
15: 02: 41

<ESC> Back,

<ENTER> Ref resh

Enter Current Data(hh: mm ss) 15: 03: 40
Press the ENTER key to continue!!

Sel ect Menu
1. Data(nm dd/yy)
2. Tine(hh: nm ss)
<ESC> Back,

05/ 20/ 05
15: 03: 41
<ENTER> Refresh

& A-10Bios U= ZZJ& /9 RTC &&

A4.4 ot=F0 HIAE b=

ABXHE SIEAN HAE HSE MEGHH SIE/N 74 RASS HAEE & JUSLICL
Ct8nt 2& 30tX2 StEAN HAE 2EIF /USLITH

- 13

- 2RSS HAEWAM 2R HAE QL0 =g

- RUK=s HAEWM AR HAEE ALSdH &g
AEXIL 181E HE8i6tle 22, U4S HAE = 2 24 Q4 HAED 8 BHot 8 FL|Ct 0]
ZEUAMN, &3 SAEMYE IP =) ping HAES2 UART HIAEDL 8 B A S FLICH
ABXIE RS HAENAM A2 HAE glol s8E)E HEdt=e B2, AFSXIL <ctrl-c>
JIE SE2J| EMMX XS HAEI BIsXoz E#ELICHL 0] LEUAM, 83 SAEKH IP
F=M)2l ping HHAESQ UART HIAEDL =8 X &2&LICH
F9: Ethernet & UART WA HIAEE XZES| +8otH P, AEXE Pro Series 2/ Ethernet £ 0

Ethernet H/0/EE BIEA] AZ oD SHEY FHYEE Pro SeriesS ZE Al2I& HEEO0| AZ o0t
BHLICI. Bt R8s IP FAE AE FH SAETN BIEAl QUOIOF ELICK JlE AHHE P
FAE 192.168.0.128 0/0/ 0/ [Firmware Upgrade] H=E AI&6I0 HIE = QUSLICH
JEX e, HAEZ HE6 =g += 5L/
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& A-11Bios O/ ZZ28 LHS SI=RI0 HAE Ol
tHet

AL [Auto tes]S MHEEH A2, 2= SIS0 A QA0

=HFLICH
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DRAM 1= S e [ PASSED]

[ FLASH|

FLASH L= e e [ PASSED]
[ EEPROM
EEPROM TSt ------mmmmmmmmmmm oo [ PASSED|

[ ETHERNET]

ETHERNET TeSt -------mmmmmmmm oo [ PASSED]

[ UART]

<--Internal Loop Test-->

Port # 1 test in progressing(MODE)------------------------ [ RS232]
(Read/WRit€)------------------ [ SUCCESS]

Port # 2 test in progressing(MODE)------------------------ [ RS232]
(Read/WRit€)------------------ [ SUCCESS]

Port # 3 test in progressing(MODE)------------------------ [ RS232]
(Read/WRit€)------------------ [ SUCCESS]

Port # 4 test in progressing(MODE)------------------------ [ RS232]
(Read/WRit€)------------------ [ SUCCESS]

<--External Uart Test-->

Port # 1 test in progressing(MODE)------------------------ [ RS232]
(Read/WRit€)------------------ [ SUCCESS]
(RTS/ICTS)---------------mmm--- [ SUCCESS]
(DTRIDSR) - -------------------- [ SUCCESS]

Port # 2 test in progressing(MODE)------------------------ [ RS232]
(Read/WRit€)------------------ [ SUCCESS]
(RTS/ICTS)----------------m---- [ SUCCESS]
(DTRIDSR) - -------------------- [ SUCCESS]

Port # 3 test in progressing(MODE)------------------------ [ RS232]
(Read/WRit€)------------------ [ SUCCESS]
(RTS/ICTS)--------------------- [ SUCCESS]
(DTRIDSR) - -------------------- [ SUCCESS]

Port # 4 test in progressing(MODE)------------------------ [ RS232]

(Read/ WRite)------------------ [ SUCCESS]
(RTS/ICTS)--------------------- [ SUCCESS]
(DTRIDSR) - -------------------- [ SUCCESS]
*xxx%%%  Hardware auto-detect and auto-test SUMVARY ******x*
1. DRAM Test ------om oo [ PASSED]
2. FLASH LI e T [ PASSED]
3. EEPROM  TeSt ---------ommmm oo [ PASSED]
4. ETHERNET TeSt --------mmm oo [ PASSED|
5. UART Test Sumrary
Port Nunber | Port Mbde | Data Communi cation Test | RTS/CTS | DIR/ DSR |
Port # 1(Internal) | UNKNOM | FAl LED | SKIPPED | SKI PPED |
Port # 1(External) | UNKNOM | FAI LED | FAILED | FAILED |
Port # 2(Internal) | UNKNOM | FAI LED | SKIPPED | SKI PPED |
Port # 2(External) | UNKNOM | FAl LED | FAILED | FAILED |
Port # 3(Internal) | UNKNOM | FAl LED | SKIPPED | SKI PPED |
Port # 3(External) | UNKNOM | FAI LED | FAILED | FAILED |
Port # 4(Internal) | UNKNOM | FAl LED | SKIPPED | SKI PPED |
Port # 4(External) | UNKNOM | FAI LED | FAILED | FAILED |

Har dwar e t est

the test nenu!!
SIEAN HAE 3tH

is end. Press any key to return
& A-12Bios Ui= Z28 W
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2t Ot=RI0 7E 24 HIAEE foi, MEX= <ESC> JIE =2 HAEES AUHE = USLICHL

Sel ect nenu

Test Mbde - One Tine
Aut o t est

DRAM t est

FLASH t est

EEPROM t est

Et her net test

. UART Mode test

<ESC> Back, <ENTER> Refresh

@ Ol =&

**xxxxx%  Hardwar e aut o-detect and auto-test ****x*x

[ DRAM

DRAM ~ TESt == mmmm oo mmmmom oo [ SKI PPED]
[ FLASH|

FLASH = T@St === m s oo ommom oo ool [ SKI PPED]

g A-13ESC J/& AtE0t0H E& H2AE 214FH7]

A 4.5 Firmware Upgrade 0Ol%

Firmware upgrade I=E MEE2EM AIEX= EXIQ fimwareE SH0EE = UsSLICH
firmwareE & d0IEGH &, Ar2X= W Ois HOIXIS O &= 38 HESIH M
firmware HEZ2 =018 £ QUELICH firmware upgrade Olw Z2 )82 A fimware CIRZE
E ol TFTP ZE2&== NI ELICL AMEBXNIE TFTPE 01806t firmwareE CH22 & ot A
g 3R, MEX=s HEE HXY IP FAE LZFoH0F ELICL EXS JIE IP F4As

192.168.161.5. & LI Ct.

Firmware upgrade 2| &2, [Server’s IP address]Z2 & & MU0 BFEAl [Firmware File Name]2

HAE firmware L0l BtE Al EMoH0F & LICH

Sel ect menu

1. Protocol [TFTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |IP address [192.168. 0. 128]

4. Firmmvare File Nane [ps.ing]

5. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

J& A-14 Bios Ol ZZ 728 {2 firmware upgrade 0+
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AFEXIL [Start firmware upgrade]S &&iot= ZR, & HAIXIO 2HO LIEFELICH AFZ Xt

‘y’ E 2=5tH, Firmware upgrade ZZ A AJF AIEELICH OlH8t Z2HMAE 252 WX H
(]

Sel ect menu

Prot ocol [TFTP]

| P address assigned to Ethernet interface [192. 168. 6. 6]
Server's | P address [192.168. 6. 1]

Firmvare File Name [psl110a.i ng]

. Start firmnare upgrade

<ESC> Back, <ENTER> Refresh

Sl S> N[>

Fi rmnvar e upgrade cannot be stopped until finished.
And all configuration paraneters are restored to default val ues.
Do you really want to start firmvare upgrade(y/n)?y

net trying to | oad inage....
TFTP Boot inmage(psll0a.ing) |oading at O0xb00000.. 3019495 Bytes
3019495 bytes receive done.

kernel upgrade start.

Kernel Block : Wite to Flash... done

kernel upgrade conpl et e.

Cranfs upgrade start.

Cranfs Block : Wite to Flash... done

Cranfs upgrade conpl ete.

Configuration upgrade start.

Configuration Block : Wite to Flash... done
Conf i guration upgrade conpl ete.

Fi rmnar e upgrade is finished successfully..

Sel ect menu

Prot ocol [TFTP]

| P address assigned to Ethernet interface [192.168.161. 5]
Server's | P address [192.168. 0. 128]

Firmmare File Nanme [ps.ing]

. Start firmnare upgrade

<ESC> Back, <ENTER> Refresh

P> EON =

12! A-15 firmware upgrade ZZA/A

firmware upgrade ZZAIAJF 22 & H, Z20E#2 43 HAIKIZ EH H=E CHAl LIEFELICEH
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HE 5 Serial/lPZ Pro Series A5

A 5.1 Pro Series® Serial/IP2 & Hln

84 @2 H0/E

H A-4 Pro Series vs. SerialllP &4 =24 &
Serial Port Configuration of Pro Series Serial/IP Configuration
Cryptography
Host mode Configuration ) ) ) Connection _
Configuration Credentials Security
Protocol
Host mode Telnet Protocol SSL
) No login Raw TCP )
TCP Disabled None ] ) Disable
required connection
No login )
TCP Enabled None ] Telnet Disable
required
) No login Raw TCP Negotiate
TCP Disabled Enabled ] )
required connection SSLv3/SSLv3
No login Negotiate
TCP Enabled Enabled ] Telnet
required SSLv3/SSLv3

Pro Series= SSLv3 Bt= X& olEZ Serial/llP= “SSLv3 or TSLvl” £= “SSLv3 only” S8 22

234 T 00F LI

A52 AHZ OAl - Telnet & SSLv3 Encryption

A 1. OS2t &

0l 1¥ A2l XEE SAE BEZ £F

Host mode = TCP,

Port number = 7001,

Telnet support= Enabled
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Host mode configuration : /serial/+1/hostrmode/

Enable/Disable this part

Part title Port#1
Host mode configuration
Host mode [TCP s

Port nurnber (1024-65535, 0 for only outgoing

connections) -.?Dm

User authentication [@%b@g
Telnet support |EEBIE_|\_:}
Mazx, allowed connection (1-8) E|

Cyclic connection (sec. 0 disable) ::Ei

Inactivity timeout (sec, 0@ unlimited) D

Socket 1D Cfor outgoing connection)
TCP Magle algorithrn Enable/Disable Disable [v]
Fermote host
Croptoaraphy configlration
Fodemn configuration
seral port pararmneters
Part logaing configuration
Fort evant handling configuration

Copy port-configuration

(Eave | Save &Apply | [ Cancel |

Jg A-16 5AE 22 HF

A 2. CiSd 20l 18 Al2lgd ZEE 2435 J|gez &3 (Cryptography configuration)
fFLICEH

on

SSL enable = Enable

Cryptography configuration : /serial/=1/5sl/

Enable/Disable this port

Part title |Port #1
Host mode configuration

Cryptography configuration

S5L enable

Serial port parameters
todern configuration
Port logging configuration

Port event handling configuration

[Save ] [ Save & Apply ] [ Cancel ]

Jg A-17 25 7/8 & Z&( Cryptography configuration)
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S| 3. Open Serial/IP Control Panel

=

A 4.

= 21, Pro Series?| 1% Alel
COM L EE “Select Ports” HE=S =2 SMEHELIC.

1o
il
Im
£
o
>
Ql
1
0
Ql
rir

- Serial/IP?Control Panel 4.2.3

Tacricat TR
{ IP-Address of Servar: Paort Murnber:
192,168,411 {7001

Configuration Wizard, .,

(=5 | N P L0

select Poris rg|

Please selectthe COM
ports you wauld like 1o
redirect to Seral/AP?

ICOMS
CICOMIO
WICOM! 1
WICOM12
WICOM13
WICOM14
WICOM15
WICOMIE

Select Pors... I wICOMI7
WICOMIE
‘u“ Manitar... TR Cancel.‘ Help...]
UCEnSinQ,.. I 11 HIIII TTTOOETTT e L.-ﬁ|_|l:-

I~ DSR always high

Advanced,., | I~ DCD always high

[~ Restore Failed Connections

[

w

--'Eecur‘ity :
i Enable |55L Version 3(55Lv3) =]

Close | Help, .. | About,, |

712/ A-18 Serial/IP Control PanelAl ZEES A&
Enter AH2l IP =A(Pro Series IP F=2)2t ZE YUY Al2lg EZEQ XE
EH)E =0t ¢dsty O3 201 G2 Mel0IHsEE dE LI
Credentials = No Login Required,

Connection Protocol = Telnet,
Security = SSL Version 3 (SSLv3)
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=

Al

5. BHOIE
ANERt=

A ESHE

— Serial/IP?Control Panel 4.2.3

T30 1A I— Settings for COMIG-

COmMI2 IP-Address of Servar: Part Murnber:
Com13

Conia |192,168.4,18 {7001

CONIS Configuration Wizard,,,

COMIE -Credentials

t+ Mo Login Required

¢ Use Windows Credentials
" Prompt on COM Port Open
¢ Prompt at Login

" Use Credentials Below:

Connection Protocal

SelectPorts... | | ¢ Telnst with CE-Padding
" Raw TCP Connection
Port Manitar,,,
-COM Port Options
Licensing,.. [~ DTR is modem escape
I~ DER always high

M I~ DCD always high

[~ Restore Failed Connections

Security
¥ Enable |SEL Version 3(55Lv3) =]

Close | Help, .. ] Shout,;,

|
|

12! A-19 Serial/IP Control Panel Al I}t2tOIEH & &

HEdold Ze)dlis €1 &a3ol= COM EEE
o

OFXl Xt&IQl PCOI A= COM EEONAM EHOIE olgdold =

0| Pro Series® Al2|¥ =Z

im
i
=
00
ot
1
50
o>
-
o
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E 32 - [disconnected] VT

file Edit Setup  Control Wi fiel

T
Tera Term: New connection @ =

~ TCPAP Host:  [182.16 |

Senvice: TCE porils |22
+ Serial Port: COM1b R
OK I Can[:ell Help |

X

18/ A-20 Serial/lPZ Pro series2 Al2/Z EZE0 HZ617/

SH 6. AE2X= Serial/lPQ Serial/lP Port MonitorOlL} Trace window2 ™Z& AEHE

QUIHSIAU =HE = JAsLICH

_ Serial/IP?Port Monitor 4.2.3 (=153
File Edit Help

Tacrcas, RN <
softuwa L'\—'

Activity Trace |

23:06:46.140 COM16 : | 33L initialization proceeding -~

23:06:46.140 COMl1e @ | 33L initialization proceeding =

23:06:46.140 COM16 : | 83L initialization proceeding

23:06:46.171 COM1G : | 23L initialization proceeding

23:06:46.640 COM1G : | S3L: RC4-3HA at 125 bits

23:06:46.640 COM16 : | COM Port Control negotiated (RFC—ZZI?J

23:06:460.640 COMl1e @ | Ferver connection negotiated

23:06:46.640 COM1G : | FlushTZ

23:06:46.640 COMiG : | FlushRX

23:06:46.640 COM1G : | DTE: 1 RTa: 1

23:06:46.656 COM1a : | ETSE 0 D_SR: n] =
Clear | v Enable Trace ¥ Hew Display W Auto Soroll T Always On Tap

& A-21 Serial/lP Trace Window

108



=)
R0

KIO

Kl
Hio

T
I+

=
RO

KI0

Kil
Ho

b

A6.1 Al

HAIE At =2

NI

NE=10

[—

[a—

“SENA”)

P

[9)

IAb MILIEIZ2 =2 X1 (0l
t 0 et 2SS0k,

3

A
o

=
e

0l
~

~
Klo
H

0.

o

M0

ok

Klo

110
0D

F

ol

-

Kr

_

H
-
RO

J
5
0
AT

o
H

ol
R
I+

Ju

P &

¢

, SENAS| XtHMA THEHOI et

00

(d) SENAJI Hl

e
[—

249 CC
ST, &

At 2|

(o)
!

Rr
il
O

ok

010

o

ZHIL AZEYN

J

o

i

SHOZM MEHH

A Off Al

IH

o)
ol
ol

A

<

x
J

SENA=, & 2 A0 FAl

Jio

1o

<

i

)

J

MBIADE JITH

Ju

o

to
I+

C

-

KO
J

2
< I

Htol et A

tO4

(o]

Hoil CH

=
S

Al LY

3

A0 A

-

F

A6.3 0

AN MBS MBS0l Tetsd &(3)E

ot1l, 2i& ot

KIo

Qe 2

I MSE &

SENA= W& GtE4

Jb HIE 810l M&s =cl

=
T

X A
wHE HME 2 32 SENAZ AHHECh

| ZHEOI et

INDX

[ —

[—

3%, SENA

=l
[l

F

3
=

t

=]
i}

G RPN =1V

[e]
T

NS

= UL

oll

0l
o
X

<J

Ju
H

2 HM3=0, M
Ol CH

= ==
TS

SER0N et

11249

109

0 HE&X

=H=
TS

ol

0



[o
<+

oll
o)
J

ar

10

oI
H

= M

H

FALE

el

el B2

==
Lo

d <, SENA HIS0l

cel

oF
&0
o)
ol

o]
KJ
70
ol
_uu_
%0

oJ

TH

[
Kl

oF
70
10J
oJ

o]
d

o)
or
0
I+

ok

KD

o)
(]
&I
I+

oF
=0
o)
oJ

ol
K-
JijS

00

-SENA ALEXt OH=Loll et A

ol
ulo

=
n

_uu_

ok

10

0l

o%

e}

oF

RO

o)

o0

oF

RO

0l
U

o
0K

X

b

=
o)
H

clE Al

A
e

- SENAS] MS &2 8l0l MI3XIt

AtZ st

2
=

L2EZEAN

AAH 0122

I H0l SENA 2ZEQ0 9

(o]
=

- of

ALZ - J12H0

A=)

EHE el ArE Al2H0

- AREO

oF
0
up
K
©
=
)

A6.4 2TEQN NS 252 Al

RSN

y

S
=

HZ22H

o
o)
=

0l
&
11
o
M0
=
]
™3
=

J

<
)

2F Lol 2ZEQ HO

A 6.5 N3A AZE0 NS 252 2Al

fulJ

o
=
RO

KIo

110



